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An ingress node of an LDP LSP obtains first location information of a fault
point on a link traversed by the LDP LSP, where the first location 101
information of the fault point includes an identifier of an upstream node of
the fault point and an identifier of an interface that is connected with the
fault point and located on the upstream node of the fault point
y
The ingress node provides the first location information of the fault point to a| 102
user so that the user determines a location of the fault point corresponding to ~
an LDP LSP fault
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A transit node on an LDP LSP obtains first location information of a fault
point on a link traversed by the LDP LSP, where the first location 301
information of the fault point includes an identitier of an upstream node of |~
the fault point and an identifier of an interface that is connected with the
fault point and located on the upstream node of the fault point

h 4

The transit node sends the first location information of the fault point to the
ingress node of the LDP LSP according to a local label forwarding entry
corresponding to the faulty LDP LSP and according to source and
destination information of a label corresponding to the local label forwarding
entry corresponding to the LDP LSP, so that the ingress node provides a user
with the first location information of the fault point corresponding to the
LDP LSP fault

302
~/

FIG. 3

A network management device receives LDP LSP fault alarm information
sent by an ingress node of an LDP LSP, where the LDP LSP fault alarm
information includes first location information of a fault point on a link 401
traversed by the LDP LSP, and the first location information of the fault [~
point includes an identifier of an upstream node of the fault point and an

identifier of an interface that is connected with the fault point and located on
the upstream node of the fault point

y

The network management device determines a location of the fault point r\4_92

corresponding to an LDP LSP fault according to the first location
information of the fault point

FIG. 4
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A network management device receives LDP LSP fault alarm information
sent by an ingress node of an LDP LSP, where the LDP LSP fault alarm
information includes first location information of a fault point on a link

traversed by the LDP LSP, and the first location information of the fault o
point includes an identifier of an upstream node of the fault point and an
identifier of an interface that is connected with the fault point and located on
the upstream node of the fault point
y
The network management device determines a location of the fault point >

40
corresponding to an LDP LSP fault according to the first location ~/
information of the fault point

l

The network management device receives link fault alarm information sent
by an upstream node of the fault point, where the link fault alarm
information includes second location information of the fault point, and the r\493
second location information of the fault point includes information on an
interface that is connected with the fault point and located on the upstream
node of the fault point

y
According to the first location information of the fault point and the second
location information of the fault point, the network management device 404
determines that a link fault alarm corresponding to the link fault alarm
information is a root alarm of an LDP LSP fault alarm corresponding to the
LDP LSP fault alarm information
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1
METHOD AND DEVICE FOR PROCESSING
LOCATION INFORMATION OF FAULT
POINT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2013/074432, filed on Apr. 19, 2013,
which claims priority to Chinese Patent Application No.
201210315040.6, filed on Aug. 30, 2012, both of which are
hereby incorporated by reference in their entireties.

TECHNICAL FIELD

The present invention relates to communications technolo-
gies, and in particular, to amethod and a device for processing
location information of a fault point.

BACKGROUND

In a radio communication network, a base station is inter-
connected with a radio network controller (RNC) of a core
network over a radio backhaul bearer network. With explo-
sive growth of radio traffic, higher and higher requirements
are imposed on the radio backhaul bearer network. A trend in
the communications industry is to use an Internet Protocol
(IP) network, such as an IP radio access network (Radio
Access Network, RAN for short) as a radio backhaul bearer
network.

The IP RAN network bears communication traffic in a
typical full-IP manner. On a public network forwarding layer,
a label switch path (L.SP) generated through signaling nego-
tiation is used for bearing communication traffic; on a service
layer, a virtual private network (VPN) is used for bearing
communication traffic. Generally, LSP types include a Label
Distribution Protocol (LDP) LSP and a Traffic Engineering
(TE) LSP. Due to flexible and simple configuration and high
extensibility of the LDP LSP, many operators choose an LDP
LSP for bearing VPN traffic. In the LSP terminology, gener-
ally an initial node of an LSP is referred to as an ingress node,
an end node of the LSP is referred to as an egress node, and an
intermediate node is referred to as a transit node.

When a link is faulty in an IP RAN network, after detecting
the fault, upstream nodes of a fault point and downstream
nodes of the fault point will initiate an LDP LSP tearing
process directed to the ingress node and the egress node
respectively. With the LDP LSP being torn, a user cannot
perform troubleshooting specific to an LDP LSP fault effec-
tively.

SUMMARY

Embodiments of the present invention provide a method
and a device for processing location information of a fault
point so as to determine a location of a fault point and further
improve efficiency of troubleshooting specific to an LDP LSP
fault.

In a first aspect, an embodiment of the present invention
provides a method for sending location information of a fault
point, including: obtaining, by an ingress node of a Label
Distribution Protocol (LDP) Label Switch Path (LSP), first
location information of a fault point on a link traversed by the
LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point;
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and providing, by the ingress node, the first location informa-
tion of the fault point to a user so that the user determines a
location of the fault point corresponding to an LDP LSP fault.

In a second aspect, an embodiment of the present invention
provides a method for sending location information of a fault
point, including: obtaining, by a transit node on a Label
Distribution Protocol (LDP) Label Switch Path (LSP), first
location information of a fault point on a link traversed by the
LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point;
and sending, by the transit node, the first location information
of'the fault point to an ingress node of the LDP LSP according
to a local label forwarding entry corresponding to the LDP
LSP and according to source and destination information of'a
label corresponding to the local label forwarding entry cor-
responding to the LDP LSP, so that the ingress node provides
a user with the first location information of the fault point
corresponding to an LDP LSP fault, where the transit node
stores the local label forwarding entry corresponding to the
LDP LSP and stores the source and destination information of
the label corresponding to the local label forwarding entry
corresponding to the LDP LSP before the transit node obtains
the first location information of the fault point.

In a third aspect, an embodiment of the present invention
provides a method for processing fault alarm information,
including: receiving, by a network management device, LDP
LSP fault alarm information sent by an ingress node of a
Label Distribution Protocol (LDP) Label Switch Path (LSP),
where the LDP LSP fault alarm information includes first
location information of a fault point on a link traversed by the
LDP LSP, and the first location information of the fault point
includes an identifier of an upstream node of the fault point
and an identifier of an interface that is connected to the fault
point and located on the upstream node of the fault point; and
determining, by the network management device, a location
of'the fault point corresponding to an LDP LSP fault accord-
ing to the first location information of the fault point.

In a fourth aspect, an embodiment of the present invention
provides an ingress node device, including: a first obtaining
module, configured to obtain first location information of a
fault point on a link traversed by a Label Distribution Protocol
(LDP) Label Switch Path (LSP), where the first location
information of the fault point includes an identifier of an
upstream node of the fault point and an identifier of an inter-
face that is connected to the fault point and located on the
upstream node of the fault point; and a providing module,
configured to provide the first location information of the
fault point to a user so that the user determines a location of
the fault point corresponding to an LDP LSP fault.

In a fifth aspect, an embodiment of the present invention
provides a transit node device, including: a second obtaining
module, configured to obtain first location information of a
fault point on a link traversed by a Label Distribution Protocol
(LDP) Label Switch Path (LSP), where the first location
information of the fault point includes an identifier of an
upstream node of the fault point and an identifier of an inter-
face that is connected to the fault point and located on the
upstream node of the fault point; and a first sending module,
configured to send the first location information of the fault
point to an ingress node of the LDP LSP according to a local
label forwarding entry corresponding to the LDP LSP and
according to source and destination information of a label
corresponding to the local label forwarding entry correspond-
ing to the LDP LSP, so that the ingress node provides a user
with the first location information of the fault point corre-
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sponding to an LDP LSP fault, where the transit node device
stores the local label forwarding entry corresponding to the
LDP LSP and stores the source and destination information of
the label corresponding to the local label forwarding entry
corresponding to the LDP LSP before the second obtaining
module obtains the first location information of the fault
point.

In a sixth aspect, an embodiment of the present invention
provides a network management device, including: a first
receiving module, configured to receive LDP LSP fault alarm
information sent by an ingress node of a Label Distribution
Protocol (LDP) Label Switch Path (LSP), where the LDP
LSP fault alarm information includes first location informa-
tion of a fault point on a link traversed by the LDP LSP, and
the first location information of the fault point includes an
identifier of an upstream node of the fault point and an iden-
tifier of an interface that is connected to the fault point and
located on the upstream node of the fault point; and a deter-
mining module, configured to determine a location of the
fault point corresponding to an LDP LSP fault according to
the first location information of the fault point.

According to the method and the device for sending loca-
tion information of a fault point in the embodiments of the
present invention, after obtaining first location information of
a fault point on a link traversed by an LDP LSP, an ingress
node of the LDP LSP provides the obtained first location
information of the fault point to a user, so that the user can
determine a location of the fault point corresponding to an
LDP LSP fault, thereby providing conditions for performing
troubleshooting according to the determined location of the
fault point and improving efficiency of troubleshooting spe-
cific to the LDP LSP fault.

According to the method and the device for sending loca-
tion information of a fault point provided in the embodiments
of the present invention, after obtaining first location infor-
mation of a fault point on a link traversed by an LDP LSP, a
transit node on the LDP LSP sends the first location informa-
tion of the fault point to an ingress node of the LDP LSP, so
that the ingress node can provide the first location information
of the fault point corresponding to the LDP LSP fault to the
user and the user can determine a location of the fault point
corresponding to the LDP LSP fault, thereby providing con-
ditions for performing troubleshooting according to the deter-
mined location of the fault point and improving efficiency of
troubleshooting specific to the LDP LSP fault.

According to the method and the device for processing
fault alarm information in the embodiments of the present
invention, a network management device obtains first loca-
tion information of a fault point on a link traversed by an LDP
LSP among LDP LSP fault alarm information sent by an
ingress node of the LDP LSP, and determines a location of the
fault point corresponding to an LDP LSP fault on the link
according to the first location information, thereby providing
conditions for performing troubleshooting according to the
determined location of the fault point and improving effi-
ciency of troubleshooting specific to the LDP LSP fault.

BRIEF DESCRIPTION OF DRAWINGS

To illustrate the technical solutions in the embodiments of
the present invention more clearly, the following briefly intro-
duces the accompanying drawings required for describing the
embodiments. The accompanying drawings in the following
description show merely some embodiments of the present
invention, and a person of ordinary skill in the art may still
derive other drawings from these accompanying drawings
without creative efforts.
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FIG. 1 is a flowchart of a method for sending location
information of a fault point according to an embodiment of
the present invention;

FIG.2A 1o FIG. 2D are schematic diagrams ofan LDP LSP
tearing process according to an embodiment of the present
invention;

FIG. 3 is a flowchart of a method for sending location
information of a fault point according to another embodiment
of the present invention;

FIG. 4 is a flowchart of a method for processing fault alarm
information according to an embodiment of the present
invention;

FIG. 5 is a flowchart of a method for processing fault alarm
information according to another embodiment of the present
invention;

FIG. 6 is a schematic structural diagram of an ingress node
device according to an embodiment of the present invention;

FIG. 7 is a schematic structural diagram of an ingress node
device according to another embodiment of the present inven-
tion;

FIG. 8 is a schematic structural diagram of a transit node
device according to an embodiment of the present invention;

FIG. 9 is a schematic structural diagram of a transit node
device according to another embodiment of the present inven-
tion;

FIG. 10 is a schematic structural diagram of a network
management device according to an embodiment of the
present invention; and

FIG. 11 is a schematic structural diagram of a network
management device according to another embodiment of the
present invention.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of the embodiments of the present invention more com-
prehensible, the following clearly describes the technical
solutions in the embodiments of the present invention with
reference to the accompanying drawings in the embodiments
of the present invention. The described embodiments are
merely a part rather than all of the embodiments ofthe present
invention. All other embodiments obtained by a person of
ordinary skill in the art based on the embodiments of the
present invention without creative efforts shall fall within the
protection scope of the present invention.

The following embodiments of the present invention are
applicable to a network that uses an LDP LSP to bear VPN
traffic, such as but without being limited to, an IP RAN
network that uses the LDP LSP to bear the VPN traffic. The IP
RAN network bears communication traffic in a typical full-IP
manner. The IP RAN network not only uses, on a public
network forwarding layer, an LSP generated through signal-
ing negotiation and uses a VPN on a service layer, but also
uses fibers on a physical layer and uses an Ethernet or a
Gigabit Ethernet on a link layer, where signaling is based on
a routing protocol and a Multi-Protocol Label Switching
(MPLS) suite/Resource Reservation Protocol (RSVP).

Common VPN types include pseudo-wire emulation edge
to edge (PWE3), virtual private LAN service (VPLS), and
layer-3 VPN (L3VPN). The VPN type used by the IP RAN
network depends on the type of base station. If the base station
supports an Ethernet interface, L3PVN is generally selected;
if the base station does not support Ethernet interfaces but
supports only E1 and/or asynchronous transfer mode (ATM)
interfaces and the like, PWE3 is selected. The VPN involved
in all the following embodiments of the present invention may
be any type of VPN.
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The IP RAN network is generally formed in a ring net-
working manner, or in a ring plus chain networking manner.
All the following embodiments of the present invention are
applicable to various networking manners.

After an LDP LSP is torn due to the fault, a user cannot
learn a location of a fault point corresponding to an LDP LSP
fault, which leads to low efficiency of troubleshooting. Gen-
erally, an ingress node generates LDP LSP fault alarm infor-
mation and sends it to a network management device, to
notify the network management device that the LDP LSP is
faulty. The network management device is primarily respon-
sible for monitoring the operation state of a VPN network,
and needs to locate fault causes when detecting a fault. How-
ever, the LDP LSP fault alarm information sent by the ingress
node indicates only occurrence of the fault on the LDP LSP
but indicates no specific location of the fault point. Moreover,
when the network management device receives the LDP L.SP
fault alarm information, the LDP LSP has been torn. There-
fore, the network management device cannot perform
troubleshooting over a path existent before the occurrence of
the LDP LSP fault, but can only examine the entire network to
locate fault causes according to information such as network
understandings and LDP LSP configuration requirements,
and make repeated attempts to set up an LDP LSP to confirm
removal of the fault, which leads to very low efficiency. The
following embodiment of the present invention provides a
solution to such a problem.

FIG. 1 is a flowchart of a method for sending location
information of a fault point according to an embodiment of
the present invention. As shown in FIG. 1, the method in this
embodiment includes:

Step 101: An ingress node of an LDP LSP obtains first
location information of a fault point on a link traversed by the
LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point.

Inthe LDP LSP terminology, an initial node of an LDP LSP
is referred to as an ingress node, an end node of the LDP LSP
is referred to as an egress node, and an intermediate node is
referred to as a transit node. Correspondingly, in the VPN
terminology, a VPN endpoint is referred to as a provider edge
(PE) node, and a VPN intermediate node is referred to as a
provider (P) node. In fact, the ingress node and the egress
node of the LDP LSP are two endpoints of the VPN borne by
the LDP LSP, that is, the ingress node and the egress node are
PE nodes; and the transit node of the LDP LSP is an interme-
diate node of the VPN borne by the LDP LSP, that is, the
transit node is a P node. In all embodiments of the present
invention, names in the LDP LSP terminology are employed.

In an LDP LSP, an identifier of each node on the LDP LSP
may be expressed by a label switch router (LSR) identifier
(ID) of the node. Optionally, the identifier of an upstream
node of the fault point in this embodiment may be an LSR ID
of the upstream node of the fault point. Optionally, the iden-
tifier of an interface may be any information that can uniquely
identify an interface, such as an IP address, an index number
or a name of the interface. Therefore, the identifier of an
interface that is connected to the fault point and located on the
upstream node of the fault point may be an IP address, an
index number or a name of the interface.

In this embodiment, faults that occur on the link traversed
by the LDP LSP may include, but without being limited to,
the following faults:

(1) A node on the link traversed by the LDP LSP is faulty,
for example, breaks down, where the node may be a node
other than the ingress node, that is, the transit node or the
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egress node is faulty. In this case, the fault point is the faulty
node, and the upstream node of the faulty point is the
upstream node of the fault point. If the faulty node is a
downstream node of the ingress node (that is, a transit node
directly connected to the ingress node), the upstream node of
the fault point is the ingress node; if the faulty node is a transit
node other than the downstream node of the ingress node, the
upstream node of the fault point is also a transit node; if the
faulty node is an egress node, the upstream node of the faulty
node is a transit node directly connected to the egress node.

It is hereby pointed out that, in all embodiments of the
present invention, an upstream node of a node refers to a node
that is directly connected to the node and located in an
upstream direction of the node; and a downstream node of a
node refers to a node that is directly connected to the node and
located in a downstream direction of the node. The upstream
direction refers to being upstream in the traffic direction of the
LDP LSP, and the downstream direction refers to being down-
stream in the traffic direction of the LDP LSP. For example, if
the traffic flows from the ingress node to the egress node, the
upstream direction refers to a direction close to the ingress
node, and the downstream direction refers to a direction close
to the egress node.

(2) A link between any two directly connected nodes on the
link traversed by the LDP LSP is faulty, for example, the link
is cut off, where the two directly connected nodes may be an
ingress node and its downstream node (which is a transit
node), or may be any two directly connected transit nodes, or
may be an egress node and its upstream node (which is a
transit node). In this case, the fault point is the faulty link, and
the upstream node of the fault point is an upstream node that
is connected between two nodes on the link and located in the
traffic direction, and, if the faulty link is a link between the
ingress node and its downstream node, the upstream node of
the fault point is an ingress node.

(3) On any two directly connected nodes on the link tra-
versed by the LDP LSP, configuration information about the
LDP LSP is mismatched, where the two directly connected
nodes may be an ingress node and its downstream node
(which is a transit node), or may be any two directly con-
nected transit nodes, or may be an egress node and its
upstream node (which is a transit node). In this case, the two
directly connected nodes are fault points of each other. This
embodiment only considers a scenario that, in two directly
connected nodes, the fault point of an upstream node located
in the traffic direction is a downstream node located in the
traffic direction; and, in this case, the upstream node of the
fault point is the upstream node located in the traffic direction
in the two directly connected nodes. If the two directly con-
nected nodes are an ingress node and its downstream node,
this embodiment is described through an example where the
fault point is the downstream node of the ingress node, and the
upstream node of the fault point is the ingress node.

In view of the several fault scenarios described above, it
can be known that there are different manners for the ingress
node of the LDP LSP to obtain the first location information
of the fault point on the link traversed by the LDP LSP.

If the fault occurs between the ingress node and the down-
stream node of the ingress node, the ingress node may use the
following manners to obtain the first location information of
the fault point on the link traversed by the LDP LSP:

When perceiving a fault of the link between the ingress
node and the downstream node of the ingress node or per-
ceiving a fault of the downstream node of the ingress node, the
ingress node determines that the fault point is the link
between the ingress node and its downstream node or is the
downstream node of the ingress node, and determines that the
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ingress node itself is an upstream node of the fault point, and
therefore, obtains an identifier of the ingress node itself and
an identifier of an interface that is connected to the down-
stream node of the ingress node and located on the ingress
node, and uses the identifiers as the first location information
of the fault point. Generally, the ingress node can directly
perceive or monitor whether an exception occurs on the link
between the ingress node and the downstream node of the
ingress node, and on the downstream node of the ingress
node. For another example, the ingress node may make a
judgment indirectly, for example, depending on a route con-
vergence result, two scenarios are considered: a routing for-
warding entry is deleted and a next hop of the deleted routing
forwarding entry matches an address in an address (Address)
message sent by the downstream node of the ingress node and
recorded by the ingress node, that is, the next hop of the
deleted routing forwarding entry is one of addresses
announced by the downstream node; and the routing forward-
ing entry changes and a next hop of the original routing
forwarding entry matches an address in the address (Address)
message received by the ingress node but the next hop of the
changed routing forwarding entry mismatches the address in
the address (Address) message recorded by the ingress node,
that is, the next hop of the original routing forwarding entry is
one of addresses announced by the downstream node, and the
next hop of the changed routing forwarding entry is no longer
an address announced by the downstream node. In the two
scenarios, the ingress node may determine that a fault occurs
on the link between the ingress node and its downstream
node, or on its downstream node. This determining manner is
easier to implement than perception of the fault itself.

Alternatively, when perceiving mismatch between con-
figuration information corresponding to the LDP LSP on the
ingress node and configuration information corresponding to
the LDP LSP on the downstream node of the ingress node, the
ingress node may determine that the fault point is the down-
stream node of the ingress node and that the ingress node
itself is an upstream node of the fault point, and therefore,
obtains an identifier of the ingress node itself and an identifier
of aninterface that is connected to the downstream node of the
ingress node and located on the ingress node, and uses the
identifiers as the first location information of the fault point.
The configuration information here mainly includes but is not
limited to: an IP address configured for an interface traversed
by the LDP LSP (which should match the IP address of a
correspondent node), MPLS enabling, LDP enabling, LDP
protocol version, label distribution mode, keep alive (Kee-
palive) time, and so on. Based on this, mismatch of configu-
ration information in this embodiment includes but is not
limited to: mismatch of IP addresses of interfaces on both
ends of a link traversed by the LDP LSP, MPLS is not enabled
on at least one of the two interfaces on both ends of the link
traversed by the LDP LSP, LDP is not enabled on at least one
of'the two interfaces on both ends of the link traversed by the
LDP LSP, the LDP protocol version is different, the label
distribution mode is different, and the keep alive time is
inconsistent.

The manner for the ingress node to perceive that configu-
ration information on the ingress node and configuration
information on the downstream node of the ingress node are
different may be: the ingress node deletes local configuration
information, for example, deletes the IP address of the inter-
face traversed by the LDP LSP, deletes MPLS enabling,
deletes LDP enabling, or the like. In addition, the ingress
node may receive from its downstream node a message that
carries configuration information of the downstream node
side, such as a keep alive (Keepalive) message, extract con-
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figuration information of the correspondent node (that is, the
downstream node), and then compare the extracted configu-
ration information of the correspondent node with the local
configuration information. If the corresponding configuration
information fails to be matched, the configuration is mis-
matched, and the LDP LSP {fails to work normally. The con-
figuration information carried in the Keepalive message may
include LDP protocol version, label distribution mode, Kee-
palive time, and so on. Optionally, if the ingress node per-
ceives timeout of transmission between the ingress node and
its downstream node, it is possibly because the configuration
information is mismatched between the two. However, trans-
mission timeout is not all caused by mismatch of configura-
tion information, but both sides cannot communicate with
each other normally, no matter which causes the transmission
timeout.

Therefore, when perceiving timeout of transmission
between the ingress node and the downstream node of the
ingress node, the ingress node obtains an identifier of the
ingress node and an identifier of an interface that is connected
to the downstream node of the ingress node and located on the
ingress node, and uses the identifiers as the first location
information of the fault point. In this manner, the ingress node
is an upstream node of the fault point. The manner used by the
ingress node to perceive timeout of transmission between the
ingress node and the downstream node of the ingress node
may depend on the device vendor and the application sce-
nario. For example, a Keepalive packet or a packet similar to
the Keepalive packet is sent between the ingress node and the
downstream node of the ingress node to keep connection. If
the ingress node fails to receive the packet within a specified
reception time, the ingress node may determine timeout of
transmission between the ingress node and its downstream
node, and determine occurrence of a fault.

Ifthe fault does not occur between the ingress node and the
downstream node of the ingress node, but occurs between two
transit nodes or occurs between an egress node and its
upstream node, the ingress node may use the following man-
ner to obtain the first location information of the fault point on
the link traversed by the LDP LSP:

The ingress node receives the first location information of
the fault point sent by the upstream node of the fault point.
After perceiving the fault, the upstream node of the fault point
obtains its identifier and an identifier of an interface that is
connected to the fault point and located on the upstream node,
uses the identifiers as the firstlocation information of the fault
point, and then sends the first location information of the fault
point to the ingress node. The ingress node receives the first
location information of the fault point sent by the upstream
node of the fault point.

Optionally, the upstream node of the fault point may use,
but without being limited to, the following manners to send
the first location information of the fault point to the ingress
node.

The first manner is: the upstream node of the fault point
may define a new type of LDP message, such as an LDP fault
information transfer message, where the first location infor-
mation of the fault point is carried in the LDP fault informa-
tion transfer message and sent to the ingress node. The LDP
fault information transfer message is independent of the exist-
ing standard LDP message such as address (Address) mes-
sage, address withdraw (Address Withdraw) message, label
mapping (Label Mapping) message, label request (Label
Request) message, label abort request (Label Abort Request)
message, label withdraw (Label Withdraw) message, and
label release (Label Release) message. This manner is better
compatible with the standard.
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The second manner is: the upstream node of the fault point
extends an existing LDP message, where the first location
information of the fault point is carried in the extended LDP
message and sent to the ingress node. For example, a label
withdraw message in the existing LDP message may be
extended, and the first location information of the fault point
may be carried in the extended label withdraw message and
sent to the ingress node. Not only the label withdraw message
can be extended, but also other messages may be extended,
such as address withdraw message, label mapping message,
label request message, or label abort request message, and the
first location information of the fault point may be carried in
the extended message and sent to the ingress node. The man-
ner of extending the existing LDP message is not limited. For
example, a new field may be added to carry the first location
information of the fault point; or an existing field may be
redefined to carry the first location information of the fault
point, and so on. For example, the newly-added field may be,
but without being limited to, a type-length-value (TLV) field.

Described from a perspective of the manner of carrying the
first location information of the fault point, the foregoing two
manners are mainly about the manner for the upstream node
of' the fault point to send the first location information of the
fault point to the ingress node.

Based on the above, the ingress node in this embodiment
may use, but without being limited to, the following manners
to receive the first location information of the fault point sent
by the upstream node of the fault point:

The ingress node receives an LDP fault information trans-
fer message sent by the upstream node of the fault point,
where the LDP fault information transfer message includes
the first location information of the fault point. The LDP fault
information transfer message is a newly-added new type of
LDP message.

Alternatively the ingress node receives a label withdraw
message sent by the upstream node of the fault point, where
the withdraw message includes the first location information
of' the fault point. The label withdraw message is an extended
label withdraw message, where, not only the label withdraw
message can be extended, but also other existing LDP mes-
sages can be extended, such as address withdraw message,
label mapping message, label request message, or label abort
request message.

As shown in FIG. 2A to FIG. 2D, an existing LDP LSP
tearing process includes: the upstream node of the fault point
(that is, the transit node 4) detects the fault, and regenerates a
routing link-state advertisement (LSA) message and per-
forms flooding. Upstream nodes of the transit node 4, that is,
transit node 3, transit node 2, and ingress node 1, will receive
the LSA message sent by the transit node 4. Subsequently,
each node that receives the LSA message re-calculates the
route and refreshes a routing forwarding table, that is, deletes
routing forwarding entries that arrive at an egress node. Each
node has a different capability of calculating routes. There-
fore, the existing order of deleting the routing forwarding
entries is uncertain. As shown in FIG. 2B, the transit node 2
first deletes the local routing forwarding entry that arrives at
the egress node. After refreshing the routing forwarding table,
each node updates a local label forwarding table according to
the refreshed routing forwarding table. That is, if the routing
forwarding entry that arrives at the egress node is deleted, the
label forwarding entry corresponding to the routing forward-
ing entry is deleted, and source and destination information of
a label related to the label forwarding entry is deleted.
Because the order of each node in deleting the routing for-
warding entry is uncertain, the order of each node in deleting
the label forwarding entry corresponding to the routing for-
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warding entry and the source and destination information of
the label related to the label forwarding entry is also uncer-
tain. As shown in FIG. 2C, the transit node 2 first deletes the
corresponding label forwarding entry and the source and
destination information of the label corresponding to the label
forwarding entry. In addition, after deleting a local label
forwarding entry, any node will continue to request its
upstream node to delete a corresponding forwarding equiva-
lence class (FEC) label. As shown in FIG. 2D, after deleting
alocal label forwarding entry, the transit node 3 sends a label
withdraw message to the transit node 2, to request the transit
node 2 to delete the corresponding FEC label.

As shown in the above description, in an LDP LSP tearing
process defined in the Request for Comments (RFC) stan-
dard, when a link fault occurs on a transit node, a node on an
LDP LSP deletes a label forwarding entry corresponding to
the LDP LSP according to two trigger actions. One trigger
action is a route convergence result of this node. If this node
deletes a routing forwarding entry, it deletes a label forward-
ing entry corresponding to the routing forwarding entry syn-
chronously. The other trigger action is a request of a down-
stream node in the traffic forwarding direction of the LDP
LSP. If a downstream node deletes a label forwarding entry,
the downstream node requests the upstream node to delete the
corresponding label forwarding entry. That is, according to a
result ofroutes learned by itself and a label deletion request of
the downstream node, each node on the LDP LSP decides
whether to delete the label forwarding entry. The time of each
node learning routes and updating the routes depends on
packet flooding time of the routing protocol and the route
computation capability of this node. There is no fixed order of
time of each node updating the routes, and therefore, there is
no fixed order for each node on the LDP LSP to delete the
label forwarding entry. For example, an upstream node of the
LDP LSP may have deleted the label forwarding entry while
a downstream node of the LDP LSP has not deleted the label
forwarding entry. In this case, the downstream node is not
capable of transferring the first location information of the
fault point to the ingress node even if it intends to.

In order for the upstream node of the fault point to transfer
the first location information of the fault point to the ingress
node successfully, this embodiment provides a solution. The
main idea of this solution is: before receiving the first location
information of the fault point, each node on the LDP LSP
stores a local label forwarding entry corresponding to the
LDP LSP and stores source and destination information of a
label corresponding (or related) to the label forwarding entry
(no matter whether the corresponding routing forwarding
entry has been deleted, and whether a label withdraw message
is received), and then, after obtaining the first location infor-
mation of the fault point on a link traversed by the LDP LSP,
continues to forward the first location information of the fault
point to its upstream node according to the locally stored label
forwarding entry corresponding to the LDP LSP and source
and destination information of the label corresponding to the
label forwarding entry, until the first location information
arrives at the ingress node. Here the stored label forwarding
entry and the source and destination information of the label
corresponding to the label forwarding entry are primarily
used to provide a path for sending the first location informa-
tion of the fault point to the upstream node. The source and
destination information of the label corresponding to the label
forwarding entry of a node is actually a record of information
about a label allocated by a downstream node of the node to
this node for an FEC, and information about a label allocated
by this node to its upstream node for the same FEC, and is
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equivalent to a record of information about upstream and
downstream nodes of this node for an FEC on an LDP LSP
forwarding path.

In an optional implementation manner, after the first loca-
tion information of the fault point is forwarded to its upstream
node, if the routing forwarding entry corresponding to the
stored label forwarding entry is deleted or a label withdraw
message sent by its downstream message is received, the
stored label forwarding entry and the stored source and des-
tination information of the label may be deleted.

In an optional implementation manner, each node may
employ a timeout mechanism. That is, if a node fails to
receive the first location information of the fault point sent by
its downstream node within a preset reception time, the stored
label forwarding entry and the stored source and destination
information of the label may be deleted.

It is hereby pointed out that in specific implementation, the
foregoing optional implementation manners may be com-
bined.

In addition, after the routing forwarding entry correspond-
ing to the label forwarding entry is deleted, the label forward-
ing entry is not available for forwarding actual LDP LSP
traffic. For that cause, each node may flag the label forward-
ing entry so that the flagged label forwarding entry is no
longer used for forwarding LDP LSP traffic. For example, the
flagging manner may be: adding a flag bit in the label for-
warding entry, setting the flag bit to 0 in a normal case (that is,
a case in which the label forwarding entry is available for
forwarding LDP LSP traffic), and setting the flag bit to 1 if the
corresponding routing forwarding entry is deleted but the
corresponding label forwarding entry is still existent and
available for providing a path for sending the first location
information of the fault point to the upstream node (that is, the
label forwarding entry is not available for forwarding L.DP
LSP traffic). Each node may delete an original label forward-
ing entry not only by flagging, but also by copying the label
forwarding entry such as copying the original label forward-
ing entry and storing the copied label forwarding entry. In this
way, because the original label forwarding entry is deleted,
the purpose of no longer performing actual LDP LSP traffic
forwarding is achieved, and the copied label forwarding entry
is available for providing a path for sending the first location
information of the fault point to the upstream node.

The following describes the source and destination infor-
mation of the label corresponding to the label forwarding
entry. On the LDP LSP, when a node on the LDP LSP dis-
tributes a label to its upstream nodes, the node records the
upstream node to which the label is distributed (that is, des-
tination information of the label), and the upstream node also
records the downstream node from which the label comes
(that is, source information of the label). As shown in FIG.
2A, assuming that a transit node 4 allocates a label [.2 to its
upstream node (that is, transit node 3), and a downstream
node (that is, transit node 5) of the transit node 4 allocates a
label L3 to the transit node. Therefore, for the transit node 4,
the destination information of the label L2 thereon indicates
that the label is allocated by the transit node 4 to its upstream
node, that is, the transit node 3; and the source information of
the label L3 thereon indicates that the label is allocated by the
downstream node, that is, the transit node 5, to the transit node
4. The corresponding label is stored in the label forwarding
entry. Therefore, each node records an FEC according to the
label forwarding entry and the source and destination infor-
mation of the label corresponding to the label forwarding
entry, that is, records the upstream and downstream nodes of
the node on the LDP LSP, thereby providing an information
transmission path.
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Based on the above, in an optional implementation manner,
at least one node is connected between the ingress node and
the upstream node of the fault point. The at least one node
here is transit node(s).

Based on this, an optional manner for the upstream node of
the fault point to send the first location information of the fault
point to the ingress node is: the upstream node of the fault
point sends the first location information of the fault point to
the ingress node by using at least one node between the
upstream node and the ingress node. Correspondingly, the
manner for the ingress node to receive the first location infor-
mation ofthe fault point sent by the upstream node of the fault
point is: the ingress node receives the first location informa-
tion of the fault point that is sent by the upstream node of the
fault point by using the at least one node between the ingress
node and the upstream node of the fault point. Before receiv-
ing the first location information of the fault point sent by a
downstream node, each of the at least one node stores a local
label forwarding entry corresponding to the LDP LSP and
stores source and destination information of a label corre-
sponding to the local label forwarding entry corresponding to
the LDP LSP, so that each of the at least one node sends the
first location information of the fault point to its upstream
node according to the stored local label forwarding entry
corresponding to the LDP LSP and the stored source and
destination information of the label corresponding to the local
label forwarding entry corresponding to the LDP LSP.

Step 102: the ingress node provides the first location infor-
mation of the fault point to a user so that the user determines
a location of the fault point corresponding to an LDP LSP
fault.

An optional implementation manner of step 102 is: the
ingress node provides the user with an interface for directly
querying the first location information of the fault point or a
similar function. Therefore, after learning the LDP LSP fault,
the user may log in to the ingress node directly and input a
query command that carries identification information of the
LDP LSP. Correspondingly, the ingress node receives the
query command input by the user, determines location infor-
mation of the fault point corresponding to the LDP LSP fault
according to the identification information of the LDP LSP in
the query command, and displays the location information of
the fault point corresponding to the LDP LSP fault to the user,
and therefore, the user may learn the location of the fault point
corresponding to the LDP LSP fault. Based on this, the user
can perform troubleshooting specific to the LDP LSP fault
according to the location of the fault point, thereby improving
efficiency of troubleshooting.

Another optional implementation manner of step 102 is:
After obtaining the first location information of the fault
point, the ingress node provides the first location information
of' the fault point to a network management device so that the
user determines the location of the fault point corresponding
to the LDP LSP fault by using the network management
device. In this way, when the ingress node sends an LDP LSP
fault alarm to the network management device, the network
management device may know the location of the fault point
corresponding to the LDP LSP fault alarm according to the
received first location information of the fault point. Then, the
network management device may display the determined cor-
responding relationship between the LDP LSP fault alarm
and the location information of the fault point to the user so
that the user learns the location of the fault point correspond-
ing to the LDP LSP fault and perform troubleshooting effi-
ciently. Optionally, the network management device may
locate fault causes according to the determined location of the
fault point, which can improve efficiency of troubleshooting
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specific to the LDP LSP significantly compared with the
entire-network troubleshooting.

This embodiment sets no limitation on the manner that the
ingress node provides the first location information of the
fault point to the network management device. For example,
the ingress node may provide the first location information of
the fault point separately to the network management device.
Preferably, before or after providing the first location infor-
mation of the fault point to the network management device,
the ingress node may send LDP LSP fault alarm information
to the network management device, so that the network man-
agement device learns that the LDP LSP is faulty and can
determine the location of the fault point on a link correspond-
ing to the faulty LDP LSP according to the received first
location information of the fault point.

An exemplary implementation manner for the ingress node
to provide the first location information of the fault point to
the network management device so that the network manage-
ment device determines the location of the fault point corre-
sponding to the LDP LSP fault by using the network man-
agement device is: after receiving the first location
information of the fault point, the ingress node generates LDP
LSP fault alarm information that carries the first location
information of the fault point, and sends the LDP LSP fault
alarm information to the network management device, and
therefore, according to the LDP LSP fault alarm information,
the network management device determines the location of
the fault point corresponding to the LDP LSP fault alarm sent
by the ingress node. This manner is good for reducing inter-
actions between the ingress node and the network manage-
ment device, saving resources, improving compactness
between the LDP LSP fault alarm information and the first
location information of the fault point, and improving accu-
racy of the network management device in determining the
location of the fault point on the link.

Another exemplary implementation manner for the ingress
node to provide the first location information of the fault point
to the network management device so that the user determines
the location of the fault point corresponding to the LDP LSP
fault by using the network management device is: the ingress
node receives a location information obtaining request sent
by the network management device, and provides the first
location information of the fault point to the network man-
agement device according to the location information obtain-
ing request, so that the user determines the location of the
fault point corresponding to the LDP LSP fault by using the
network management device. The location information
obtaining request carries identification information of the
LDP LSP. The identification information of the LDP LSP
may be any information that can uniquely identify an LSP,
such as an ID or a name of the LSP.

In an optional implementation manner, considering that the
number of LDP LSP fault alarms is relatively high when the
network scale is large, in order to reduce the number of LDP
LSP fault alarms, the ingress node may generate LDP LSP
fault alarm information that carries the first location informa-
tion of the fault point if the ingress node determines that the
LDP LSP bears VPN traffic and that no other LDP LSP is
available for bearing the VPN traffic borne by the LDP LSP,
and then send the generated LDP LSP fault alarm information
to the network management device. That is, if an LDP LSP is
faulty but the LDP LSP does not actually bear any VPN
traffic, no fault alarm needs to be raised; or, even if the LDP
LSP bears VPN traffic but the VPN traffic borne by it can be
offloaded to another LDP LSP, no fault alarm needs to be
raised, thereby reducing the number of LDP LSP fault alarms.
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Based on the exemplary implementation manners, the
ingress node may use LDP LSP fault alarm information to
carry a fault cause corresponding to the fault point, so that the
network management device can understand the cause of the
fault on the link directly. The fault cause corresponding to the
fault point may be: a fault of'a node on the link where the LDP
LSP is located, a fault of a link between two directly con-
nected nodes on the link where the LDP LSP is located, or
mismatch of configuration information corresponding to the
LDP LSP on two directly connected nodes on the link where
the LDP LSP is located, and so on.

The following describes an optional implementation man-
ner of the LDP LSP fault alarm information generated by the
ingress node and carrying the first location information of the
fault point. The content included in the LDP LSP fault alarm
information is as shown in Table 1.

TABLE 1

Content in the LDP LSP fault

alarm information Meaning

hwMplsLdpLspFec Forwarding equivalence class (that is,
a destination route corresponding to
the LSP)

LSP ingress label

LSP egress label

LSP egress interface

LSP fault cause

LSR ID of an upstream node of the
LSP fault point

IP of an interface connected to the fault
point on an upstream node of the LSP
fault point

hwMplsLdpLspInLabel
hwMplsLdpLspOutLabel
hwMplsLdpLspOutIfindex
hwMplsLdpLspDownReason
hwMplsFaultyTransitLSRID

hwMplsFaultyTransitIP

The LDP LSP fault alarm information in this embodiment
is not limited to Table 1. Different vendors may define their
own private LDP LSP fault alarm information. This embodi-
ment primarily extends it to carry the first location informa-
tion of the fault point.

As seen from the above description, in the method for
sending location information of a fault point provided in this
embodiment, after obtaining first location information of a
fault point on a link traversed by an LDP LSP, an ingress node
of'the LDP LSP provides the obtained first location informa-
tion of the fault point to a user or a network management
device, so that the user or the network management device
can determine a location of the fault point corresponding to an
LDP LSP fault, thereby providing conditions for performing
troubleshooting according to the determined location of the
fault point and improving efficiency of troubleshooting spe-
cific to the LDP LSP fault.

FIG. 3 is a flowchart of a method for sending location
information of a fault point according to another embodiment
of the present invention. As shown in FIG. 3, the method in
this embodiment includes:

Step 301: A transit node on an LDP LSP obtains first
location information of a fault point on a link traversed by the
LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point.

Inthe LDP LSP terminology, aninitial node ofan LDP L.SP
is referred to as an ingress node, an end node of the LDP LSP
is referred to as an egress node, and an intermediate node is
referred to as a transit node. Correspondingly, in the VPN
terminology, a VPN endpoint is referred to as a PE node, and
a VPN intermediate node is referred to as a P node. In fact, the
ingress node and the egress node of the LDP LSP are two
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endpoints of the VPN borne by the LDP LSP, that is, the
ingress node and the egress node are PE nodes; and the transit
node of the LDP LSP is an intermediate node of the VPN
borne by the LDP LSP, that is, the transit node is a P node. In
all embodiments of the present invention, names in the LDP
LSP terminology are employed.

In an LDP LSP, an identifier of each node on the LDP LSP
may be expressed by an LSR ID of the node. Optionally, the
identifier of the transit node in this embodiment may be an
LSR ID of the transit node. Optionally, the identifier of an
interface may be any information that can uniquely identify
aninterface, such as an IP address, an index number or a name
of'the interface. Therefore, the identifier of an interface that is
connected to the fault point and located on the transit node
may be an IP address, an index number or a name of the
interface.

In this embodiment, faults that occur on the link traversed
by the LDP LSP may include, but without being limited to,
the following faults:

(1) A node on the link traversed by the LDP LSP is faulty,
for example, breaks down.

(2) A link between any two directly connected nodes on the
link traversed by the LDP LSP is faulty, for example, the link
is cut off.

(3) On any two directly connected nodes on the link tra-
versed by the LDP LSP, configuration information about the
LDP LSP is mismatched.

(4) Transmission timeout occurs between any two directly
connected nodes on the link traversed by the LDP LSP.

For detailed description about the foregoing fault sce-
narios, reference may be made to the embodiment shown in
FIG. 1, which will not be described in detail herein again.
However, in this embodiment, only various fault scenarios
where the upstream node of the fault point is used as a transit
node are described.

In view of the several fault scenarios described above, it
can be known that that there are different manners for the
transit node in this embodiment to obtain the first location
information of the fault point on the link traversed by the LDP
LSP. For example, if the transit node in this embodiment is an
upstream node of the fault point, when perceiving a fault of
the link between the transit node and a downstream node of
the transit node or perceiving a fault of a downstream node of
the transit node, the transit node in this embodiment may
determine that the fault point is the link between the transit
node and the downstream node of the transit node or is the
downstream node of the transit node, and may determine that
the transit node itself is an upstream node of the fault point,
and therefore, obtain an identifier of the transit node itself and
an identifier of an interface that is connected to its down-
stream node and located on the transit node, and uses the
identifiers as the first location information of the fault point.
Generally, the transit node in this embodiment can directly
perceive or monitor whether an exception occurs on the link
between the transit node and the downstream node of the
transit node, and on the downstream node of the transit node.
In addition, the transit node in this embodiment may make a
judgment indirectly, for example, depending on a route con-
vergence result, two scenarios are considered: a routing for-
warding entry is deleted, and a next hop of the deleted routing
forwarding entry matches an address in an address (Address)
message sent by the downstream node of the transit node and
recorded by the transit node, that is, the next hop ofthe deleted
routing forwarding entry is one of addresses announced by
the downstream node; and the routing forwarding entry
changes and a next hop of an original routing forwarding
entry matches an address in the address (Address) message
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received by the transit node but a next hop of the changed
routing forwarding entry mismatches an address in an address
(Address) message recorded by the transit node. In the two
scenarios, the transit node may determine that a fault occurs
on the link between the transit node and the downstream node
of the transit node, or on the downstream node of the transit
node. This determining manner is easier to implement than
perception of the fault itself.

Alternatively, if the transit node in this embodiment is an
upstream node of the fault point, when perceiving mismatch
between configuration information corresponding to the LDP
LSP on the transit node and configuration information corre-
sponding to the LDP LSP on the downstream node of the
transit node, the transit node in this embodiment may deter-
mine that the downstream node of the transit node is the fault
point, and determine that the transit node itselfis an upstream
node of the fault point, and therefore, may obtain an identifier
of the transit node itself and an identifier of an interface that
is connected to the downstream node of the transit node and
located on the transit node, and uses the identifiers as the first
location information of the fault point. The configuration
information here mainly includes but is not limited to: an IP
address configured for an interface traversed by the LDP LSP
(which should match the IP address of the correspondent
node), MPLS enabling, LDP enabling, LDP protocol version,
label distribution mode, keep alive (Keepalive) time, and so
on. Based on this, mismatch of configuration information in
this embodiment includes but is not limited to: mismatch of IP
addresses of interfaces on both ends of a link traversed by the
LDP LSP, MPLS is not enabled on at least one of the two
interfaces on both ends of the link traversed by the LDP LSP,
LDP is not enabled on at least one of the two interfaces on
both ends of the link traversed by the LDP LSP, the LDP
protocol version is different, the label distribution mode is
different, and the keep alive time is inconsistent.

The manner for the transit node in this embodiment to
perceive the mismatch between configuration information on
the transit node and configuration information on the down-
stream node of the transit node are different may be: the
transit node deletes local configuration information, for
example, deletes the IP address of the interface traversed by
the LDP LSP, deletes MPLS enabling, deletes LDP enabling,
or the like. In addition, the transit node in this embodiment
may receive a message that carries configuration information
of the downstream node side and is sent by its downstream
node, such as a keep alive (Keepalive) message, extract con-
figuration information of a correspondent node (that is, the
downstream node), and then compare the extracted configu-
ration information of the correspondent node with the local
configuration information. If the corresponding configuration
information fails to be matched, the configuration is mis-
matched, and the LDP LSP {fails to work normally. The con-
figuration information carried in the Keepalive message may
include LDP protocol version, label distribution mode, Kee-
palive time, and so on. Optionally, if the transit node perceives
timeout of transmission between the transit node and its
downstream node, it is possibly because the configuration
information is mismatched between the two. However, trans-
mission timeout is not all caused by mismatch of configura-
tion information, but both sides cannot communicate with
each other normally, no matter which causes the transmission
timeout.

Therefore, when perceiving timeout of transmission
between the transit node and the downstream node of the
transit node, the transit node obtains an identifier of the transit
node and an identifier of an interface that is connected to the
downstream node of the transit node and located on the transit
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node, and using the identifiers as the first location information
of the fault point. In this manner, the transit node is an
upstream node of the fault point. The manner used by the
transit node to perceive timeout of transmission between the
transit node and the downstream node of the transit node may
depend on the device vendor and the application scenario. For
example, a Keepalive packet or a packet similar to the Kee-
palive packet is sent between the transit node and the down-
stream node of the transit node to keep connection. If the
transit node fails to receive the packet within a specified
reception time, the transit node may determine timeout of
transmission between the transit node and its downstream
node, and determine occurrence of a fault.

If the transit node in this embodiment is not an upstream
node of the fault point, the transit node in this embodiment
receives the first location information of the fault point sent by
the downstream node of the transit node. Before obtaining the
first location information of the fault point, the downstream
node of the transit node in this embodiment stores a local label
forwarding entry corresponding to the LDP LSP and stores
source and destination information of a label corresponding
to the local label forwarding entry corresponding to the LDP
LSP. The downstream node of the transit node in this embodi-
ment sends the first location information of the fault point to
its upstream node (that is, the transit node in this embodi-
ment) according to the stored local label forwarding entry
corresponding to the LDP LSP and the stored source and
destination information of the label corresponding to the local
label forwarding entry corresponding to the LDP LSP.

Step 302: the transit node sends the first location informa-
tion of the fault point to the ingress node of the LDP LSP
according to a local label forwarding entry corresponding to
the faulty LDP LSP and according to source and destination
information of a label corresponding to the local label for-
warding entry corresponding to the LDP LSP, so that the
ingress node provides a user with the first location informa-
tion of the fault point corresponding to the LDP LSP fault.

After obtaining the first location information of the fault
point, the transit node in this embodiment sends the first
location information of the fault point to the ingress node, so
that the ingress node can provide the first location information
of the fault point to the user after receiving the first location
information of the fault point, and the user can determine the
location of the fault point corresponding to the LDP L.SP and
perform locating fault cause conveniently.

In this embodiment, before obtaining the first location
information of the fault point, the transit node stores a local
label forwarding entry corresponding to the faulty LDP LSP
and stores source and destination information of a label cor-
responding to the local label forwarding entry corresponding
to the LDP LSP. The source and destination information of
the label corresponding to the label forwarding entry corre-
sponding to the LDP LSP, which is stored by the transit node
in this embodiment, is actually a record of information about
alabel allocated by a downstream node of the node to the node
for an FEC, and information about a label allocated by the
node to its upstream node for the same FEC.

Optionally, the transit node in this embodiment may use,
but without being limited to, the following manners to send
the first location information of the fault point to the ingress
node according to a local label forwarding entry correspond-
ing to the LDP LSP and according to source and destination
information of a label corresponding to the local label for-
warding entry corresponding to the LDP LSP.

The transit node in this embodiment sends an LDP fault
information transfer message to the ingress node according to
the local label forwarding entry corresponding to the LDP
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LSP and according to the source and destination information
of'the label corresponding to the local label forwarding entry
corresponding to the LDP LSP, where the LDP fault informa-
tion transfer message carries the first location information of
the fault point. The LDP fault information transfer message is
anew type of LDP message, and is different from the existing
label LDP message.

Alternatively, the transit node in this embodiment sends a
label withdraw message to the ingress node according to the
local label forwarding entry corresponding to the LDP LSP
and according to the source and destination information of the
label corresponding to the local label forwarding entry cor-
responding to the LDP LSP, where the label withdraw mes-
sage carries the first location information of the fault point,
and the label withdraw message is a result of extending a label
withdraw message in the prior art.

Described from a perspective of the manner of carrying the
first location information of the fault point, the foregoing two
manners are mainly about the manner for the transit node in
this embodiment to send the first location information of the
fault point to the ingress node. For details of the two manners,
reference may be made to the description in the embodiment
shown in FIG. 1 regarding how the upstream node of the fault
point sends the first location information of the fault point to
the ingress node, which will not be described in detail herein
again.

In an optional implementation manner, at least one node is
connected between the transit node in this embodiment and
the ingress node. The at least one node here is a transit
node(s).

Based on this, an optional manner for the transit node in
this embodiment to send the first location information of the
fault point to the ingress node according to the local label
forwarding entry corresponding to the LDP LSP and accord-
ing to the source and destination information of the label
corresponding to the local label forwarding entry correspond-
ing to the LDP LSP includes: the transit node in this embodi-
ment sends the first location information of the fault point to
an upstream node of the transit node according to the local
label forwarding entry corresponding to the LDP LSP and
according to the source and destination information of the
label corresponding to the local label forwarding entry cor-
responding to the LDP LSP, so that the upstream node of the
transit node sends the first location information of the fault
point to the ingress node. Before receiving the first location
information of the fault point, the upstream node of the transit
node in this embodiment stores the local label forwarding
entry corresponding to the LDP LSP and stores the source and
destination information of the label corresponding to the local
label forwarding entry corresponding to the LDP LSP. In this
way, after receiving the first location information of the fault
point, the upstream node of the transit node in this embodi-
ment can forward the first location information of the fault
point to its upstream node according to the locally stored label
forwarding entry corresponding to the LDP LSP and the
locally stored source and destination information of the label
corresponding to the local label forwarding entry, until the
first location information arrives at the ingress node.

It is hereby pointed out that before receiving the first loca-
tion information of the fault point, each node on the LDP L.SP
in this embodiment stores the local label forwarding entry
corresponding to the LDP LSP corresponding to the fault
point and stores the source and destination information of the
label corresponding to the label forwarding entry, for provid-
ing path information for forwarding the first location infor-
mation of the fault point to its upstream node. Each node uses
the same manner to store the label forwarding entry corre-
sponding to the LDP L.SP and store the source and destination
information of the label corresponding to the local label for-
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warding entry. This embodiment takes the transit node in this
embodiment as an example for description. Before obtaining
the first location information of the fault point, the transit
node in this embodiment uses, but without being limited to,
the following manners to store the local label forwarding
entry corresponding to the LDP LSP and store the source and
destination information of the label corresponding to the local
label forwarding entry corresponding to the LDP LSP.

Before obtaining the first location information of the fault
point, the transit node in this embodiment flags, but does not
delete, the local label forwarding entry corresponding to the
LDP LSP and stores the source and destination information of
the label corresponding to the local label forwarding entry
corresponding to the LDP LSP, where the flagged local label
forwarding entry corresponding to the LDP LSP is no longer
used for forwarding LDP LSP traffic.

Alternatively, before obtaining the first location informa-
tion of the fault point, the transit node in this embodiment
copies the local label forwarding entry corresponding to the
LDP LSP and copies the source and destination information
of'the label corresponding to the local label forwarding entry
corresponding to the LDP LSP, and deletes the original local
label forwarding entry corresponding to the LDP LSP and the
original source and destination information of the label cor-
responding to the local label forwarding entry corresponding
to the LDP LSP and stores the copied local label forwarding
entry corresponding to the LDP LSP and the copied source
and destination information of the label corresponding to the
local label forwarding entry corresponding to the LDP LSP.
For detailed description of storing the label forwarding entry,
reference may be made to the description about the embodi-
ment shown in FIG. 1, which will not be described in detail
herein again.

Itishereby pointed out that the foregoing manner primarily
describes a process of the transit node providing a forwarding
path according to the stored label forwarding entry and the
stored source and destination information of the label and
sending the first location information of the fault point to the
ingress node. In that manner, the manner of carrying the first
location information of the fault point may be any manner
described above.

In an optional implementation manner, the transit node in
this embodiment may also send the first location information
of'the fault point to a network management device so that the
network management device performs troubleshooting.

An implementation manner for the transit node in this
embodiment to send the first location information of the fault
point to the network management device includes: the transit
node sends link fault alarm information to the network man-
agement device, where the link fault alarm information
includes the first location information of the fault point. In
this way, after receiving the link fault alarm information sent
by the transit node, the network management device performs
troubleshooting for the link.

The following describes an optional implementation man-
ner of the link fault alarm information, where the link fault
alarm information includes content shown in Table 2.

TABLE 2

Content in the link fault alarm information Meaning

ifIndex Interface index
ifAdminStatus Interface administration status
ifOperStatus Interface operation status
ifDescr Interface name
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As seen from the above description, in the method for
sending location information of a fault point provided in this
embodiment, after obtaining first location information of a
fault point on a link traversed by an LDP LSP, a transit node
sends the first location information of the fault point to an
ingress node of the LDP LSP, so that the ingress node can
provide the first location information of the fault point to a
user or a network management device, thereby providing
conditions for the user or the network management device to
determine a location of the fault point corresponding to an
LDP LSP fault and perform troubleshooting according to the
determined location of the fault point, and improving effi-
ciency of troubleshooting specific to the LDP LSP fault.

FIG. 4 is a flowchart of a method for processing fault alarm
information according to an embodiment of the present
invention. As shown in FIG. 4, the method in this embodiment
includes:

Step 401: A network management device receives LDP
LSP fault alarm information sent by an ingress node of an
LDP LSP, where the LDP LSP fault alarm information
includes first location information of a fault point on a link
traversed by the LDP LSP, and the first location information
of'the fault point includes an identifier of an upstream node of
the fault point and an identifier of an interface that is con-
nected to the fault point and located on the upstream node of
the fault point.

Step 402: the network management device determines a
location of the fault point corresponding to an LDP LSP fault
according to the first location information of the fault point.

The network management device in this embodiment is
primarily used to monitor a network, receive alarm informa-
tion reported by each node in the network, and perform
troubleshooting according to the alarm information. Ina VPN
network, multiple layers of protocols run on the link. There-
fore, when the link is faulty, protocols on all layers will raise
alarms, and the network management device will receive
much alarm information. For every piece of alarm informa-
tion received, the network management device needs to per-
form troubleshooting specific to the fault corresponding to
the alarm information.

After the LDP LSP is torn due to a link fault, the ingress
node of the LDP LSP sends LDP LSP fault alarm information
to the network management device, where the LDP LSP fault
alarm information carries the first location information of the
fault point. After receiving the LDP LSP fault alarm informa-
tion, the network management device, in one aspect, may
learn that occurrence of the LDP LSP fault and the need of
troubleshooting, and, in another aspect, may learn the loca-
tion of the fault point on the link. Then, the network manage-
ment device determines the location of the fault point on the
link according to the first location information of the fault
point, and then performs troubleshooting.

In the prior art, after receiving the LDP LSP fault alarm
information sent by the ingress node, the network manage-
ment device only learns occurrence of the LDP LSP fault and
the need of troubleshooting, but is unaware of the location of
the fault point. Moreover, before the network management
device receives the LDP LSP fault alarm information, the
LDP LSP has been torn. Therefore, the network management
device cannot perform troubleshooting by using a forwarding
path of the LDP LSP which is existent before the occurrence
of the fault, but can only examine the entire network accord-
ing to information such as network understandings and LDP
LSP configuration requirements, and make repeated attempts
to set up an LDP LSP. It can be seen that, in the method for
processing fault alarm information in this embodiment, a
network management device obtains the first location infor-



US 9,178,756 B2

21

mation of a fault point corresponding to the LDP LSP fault
among LDP LSP fault alarm information sent by an ingress
node of the LDP LSP, and determines a location of the fault
point corresponding to the LDP LSP fault on the link accord-
ing to the first location information, thereby providing con-
ditions for performing troubleshooting for the location of the
fault point and improving efficiency of troubleshooting spe-
cific to the LDP LSP fault.

In an optional implementation manner, considering that the
amount of data of generated LDP LSP fault alarms is rela-
tively large and the network device will have a heavier pro-
cessing burden if the network scale is large, in order to reduce
the number of the generated LDP LSP fault alarms, the
ingress node of each LDP LSP in this embodiment sends the
LDP LSP fault alarm information to the network manage-
ment device only if determining that the LDP LSP actually
bears VPN traffic and that no other LDP LSP is available for
bearing the VPN traffic borne by the LDP LSP when the LDP
LSP is faulty. Based on this, in this implementation manner,
the LDP LSP fault alarm information received by the network
management device is sent by the ingress node when deter-
mining that the LDP LSP bears VPN traffic and that no other
LDP LSP is available for bearing the VPN traffic borne by the
LDP LSP.

In an optional implementation manner, the implementation
manner may be implemented based on all the above imple-
mentation manners. As shown in FIG. 5, the method in this
embodiment further includes:

Step 403: the network management device receives link
fault alarm information sent by an upstream node of the fault
point, where the link fault alarm information includes second
location information of the fault point, and the second loca-
tion information of the fault point includes information on an
interface that is connected to the fault point and located on the
upstream node of the fault point.

The information on the interface that is connected to the
fault point and located on the upstream node of the fault point
includes but is not limited to: identification information,
operation state information, and administration state infor-
mation of the interface. The identification information of the
interface may be any information that can uniquely identify
the interface, such as an IP address, a name, or an index of the
interface. Preferably, in the second location information of
the fault point, the name or index of the interface may be used
to identify the interface.

Step 404: According to the first location information of the
fault point and the second location information of the fault
point, the network management device determines that a link
fault alarm corresponding to the link fault alarm information
is a root cause alarm of an LDP LSP fault alarm correspond-
ing to the LDP LSP fault alarm information.

Not only the ingress node of the LDP LSP can discover the
LDP LSP fault and send to the network management device
the LDP LSP fault alarm information that carries the first
location information of the fault point, but also the upstream
node of the fault point can discover the link fault and send the
link fault alarm information to the network management
device, where the link fault alarm information carries the
second location information of the fault point. The process of
the upstream node of the fault point sending the link fault
alarm information to the network management device is inde-
pendent of the process of the ingress node sending the LDP
LSP fault alarm information to the network management
device. That is, the order between step 403 and steps 401 and
402 is not limited. This embodiment is described through an
example where step 403 is performed after steps 401 and 402;
however, step 403 may also be performed before step 401.
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In this way, after receiving the link fault alarm information
sent by the upstream node of the fault point, in one aspect, the
network management device learns occurrence of the link
fault and the need of troubleshooting, and, in another aspect,
will learn the second location information of the fault point,
and therefore determines the location of the fault point on the
link. Subsequently, the network management device per-
forms troubleshooting according to the determined location
of' the fault point.

Generally, a certain correlation exists between alarms gen-
erated by the same node, and a root cause alarm can be
distinguished from a derivative alarm according to the corre-
lation between the alarms. If a root cause alarm and a deriva-
tive alarm coexist, only the root cause alarm needs to be
handled. That is, once the root cause alarm is handled, the
derivative alarm is cleared consequently. For example, a link
fault (LinkDown) alarm generated by an upstream node of the
fault point is a root cause alarm of LDP session fault (Down)
alarms generated by the node. For example, an LDP LSP fault
alarm generated by an ingress node is a root cause alarm of
VPN fault alarms generated by the node.

In addition, a certain relationship also exists between
alarms generated by different network elements. For
example, causality exists between a link fault alarm generated
by an upstream node of the fault point and an LDP LSP fault
alarm generated by an ingress node. However, due to the
connectionless feature of the IP network, no effective corre-
lation exists between the link fault alarm generated by the
upstream node of the fault point and the LDP LSP fault alarm
generated by the ingress node. In this embodiment, the net-
work management device not only analyzes correlation
between different alarms raised by the same node, but also
analyzes correlation between alarms raised by different
nodes.

In this embodiment, the LDP LSP fault alarm information
sent by the ingress node includes the location information of
the fault point, and the link fault alarm information sent by the
upstream node of the fault point also includes the location
information of the fault point. Therefore, by using the first
location information of the fault point and the second location
information of the fault point, the network management
device in this embodiment can correlate the LDP LSP fault
alarm raised by the ingress node with the link fault alarm
raised by the upstream node of the fault point, and work out
the causality between the alarms. Specifically, the network
management device may determine that the link fault alarm
raised by the upstream node of the fault point is a root cause
alarm of the LDP LSP fault alarm raised by the ingress node,
and that the LDP LSP fault alarm raised by the ingress node
is a derivative alarm of the link fault alarm raised by the
upstream node of the fault point. One scenario is: the LDP
LSP fault alarm raised by the ingress node is directly used as
a derivative alarm of the link fault alarm raised by the
upstream node of the fault point, and the link fault alarm
raised by the upstream node of the fault point is directly used
as aroot cause alarm of the LDP LSP fault alarm raised by the
ingress node. Another scenario is: the LDP LSP fault alarm
raised by the ingress node is indirectly used as a derivative
alarm of the link fault alarm raised by the upstream node of
the fault point, and the link fault alarm raised by the upstream
node of the fault point is indirectly used as a root cause alarm
of the LDP LSP fault alarm raised by the ingress node. For
example, the LDP LSP session fault alarm running on the link
raised by the upstream node of the fault point is directly used
as aroot cause alarm of the LDP LSP fault alarm raised by the
ingress node, and the link fault alarm raised by the upstream
node of the fault point is directly used as a root cause alarm of
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the LDP session fault alarm running on the link raised by the
upstream node of the fault point.

Specifically, it is assumed that the first location information
of'the fault point includes an identifier of an upstream node of
a fault point and an IP address of an interface that is connected
to the fault point and located on the upstream node of the fault
point, and that the second location information of the fault
point includes information such as an index, a name, an
administration state, and an operation state of the interface
that is connected to the fault point and located on the upstream
node of the fault point. In this case, when receiving the link
fault alarm sent by the upstream node of the fault point, the
network management device can learn the identifier of the
upstream node of the fault point; and, based on the identifier
of'the upstream node of the fault point and the identifier of the
upstream node of the fault point that is included in the first
location information, determine that the upstream node of the
fault point is the same node; and then, by looking up a preset
corresponding relationship between the IP address of the
interface and the name and index of the interface (for
example, the corresponding relationship may be pre-stored in
a database), determine that the IP address of the interface that
is connected to the fault point and located on the upstream
node of the fault point corresponds to the same interface as the
index and name of the interface that is connected to the fault
point and located on the upstream node of the fault point.
Therefore, it is determined that the fault point corresponding
to the link fault alarm raised by the upstream node of the fault
point is the same as the fault point corresponding to the LDP
LSP fault alarm raised by the ingress node, and, in practical
troubleshooting, the troubleshooting is specific to this fault
point. Therefore, the network management device may deter-
mine that the link fault alarm raised by the upstream node of
the fault point is a root cause alarm of the LDP LSP fault
alarm raised by the ingress node, and that the LDP LSP fault
alarm raised by the ingress node is a derivative alarm of the
link fault alarm raised by the upstream node of the fault point.

As analyzed above, when the network management device
performs troubleshooting, the troubleshooting is required
only for the root cause alarm. Once the root cause alarm is
cleared, other derivative alarms are cleared consequently,
which can relieve the burden of the network management
device.

In an optional implementation manner of this embodiment,
the LDP LSP fault alarm information sent by the ingress node
further includes a fault cause corresponding to the fault point.
Based on this, the network management device can obtain the
fault cause corresponding to the fault point from the LDP LSP
fault alarm information. Optionally, the network manage-
ment device determines, according to the first location infor-
mation of the fault point and the second location information
of'the fault point, that the link fault alarm corresponding to the
link fault alarm information is a root cause alarm of the LDP
LSP fault alarm corresponding to the LDP LSP fault alarm
information. Such a determination may be made according to
the first location information of the fault point, the second
location information of the fault point, and the fault cause
corresponding to the fault point, the network management
device determines that the link fault alarm corresponding to
the link fault alarm information is a root cause alarm of the
LDP LSP fault alarm corresponding to the LDP LSP fault
alarm information. In this way, the network management
device can determine the relationship between the link fault
alarm raised by the upstream node of the fault point and the
LDP LSP faultalarm raised by the ingress node more quickly.

Considering that in a practical network, multiple (assum-
ing N) LDP LSPs may “traverse” a node, and one LDP LSP
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may bear multiple (assuming M) VPN services, MxN alarms
may be analyzed and determined as derivative alarms of a link
fault alarm, and a network maintenance engineer needs to
handle only one alarm instead of the MxN alarms, which
facilitates network maintenance significantly.

FIG. 6 is a schematic structural diagram of an ingress node
device according to an embodiment of the present invention.
As shown in FIG. 6, the ingress node device in this embodi-
ment may be an ingress node of an LDP LSP, such as a PE
device. The ingress node device in this embodiment includes
a first obtaining module 61 and a providing module 62.

The first obtaining module 61 is configured to obtain first
location information of a fault point on a link traversed by the
LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point.

The providing module 62 is connected to the first obtaining
module 61 and is configured to provide the user with the first
location information of the fault point that is obtained by the
first obtaining module 61, so that the user determines a loca-
tion of the fault point corresponding to an LDP LSP fault.

In an optional implementation manner, the first obtaining
module 61 may use, but without being limited to, the follow-
ing manners to obtain the first location information of the
fault point:

The first obtaining module 61 is specifically configured to:
when perceiving a fault of a link between the ingress node
device in this embodiment and the downstream node of the
ingress node device or perceiving a fault of the downstream
node of the ingress node device in this embodiment, obtain an
identifier of the ingress node device in this embodiment and
an identifier of an interface that is connected to the down-
stream node of the ingress node device in this embodiment
and located on the ingress node device in this embodiment,
and use the identifiers as the first location information of the
fault point, where the ingress node device in this embodiment
is an upstream node of the fault point; or

The first obtaining module 61 is specifically configured to:
when perceiving mismatch between configuration informa-
tion corresponding to the LDP LSP on the ingress node device
in this embodiment and configuration information corre-
sponding to the LDP LSP on the downstream node of the
ingress node device in this embodiment, obtain an identifier
of'the ingress node device in this embodiment and an identi-
fier of an interface that is connected to the downstream node
of'the ingress node device in this embodiment and located on
the ingress node device in this embodiment, and use the
identifiers as the first location information of the fault point,
where the ingress node device in this embodiment is an
upstream node of the fault point.

Alternatively, the first obtaining module 61 is specifically
configured to: when perceiving timeout of transmission
between the ingress node device in this embodiment and the
downstream node of the ingress node device in this embodi-
ment, obtain an identifier of the ingress node device in this
embodiment and an identifier of an interface that is connected
to the downstream node of the ingress node device in this
embodiment and located on the ingress node device in this
embodiment, and use the identifiers as the first location infor-
mation of the fault point in this embodiment, where the
ingress node device in this embodiment is an upstream node
of' the fault point.

Alternatively, the first obtaining module 61 is specifically
configured to receive the first location information of the fault
point sent by the upstream node of the fault point.
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In an optional implementation manner, the first obtaining
module 61 being specifically configured to receive the first
location information of the fault point sent by the upstream
node of the fault point includes: the first obtaining module 61
being specifically configured to receive an LDP fault infor-
mation transfer message sent by the upstream node of the
fault point, where the LDP fault information transfer message
includes the first location information of the fault point; or,
the first obtaining module 61 being specifically configured to
receive a label withdraw message sent by the upstream node
of'the fault point, where the label withdraw message includes
the first location information of the fault point.

In an optional implementation manner, at least one node is
connected between the ingress node device in this embodi-
ment and the upstream node of the fault point. Therefore, the
first obtaining module 61 being specifically configured to
receive the first location information of the fault point sent by
the upstream node of the fault point includes: the first obtain-
ing module 61 being specifically configured to receive the
first location information of the fault point that is sent by the
upstream node of the fault point by using at least one of the
nodes between the ingress node device in this embodiment
and the upstream node of the fault point.

Before receiving the first location information of the fault
point sent by adownstream node, each of the atleast one node
stores a local label forwarding entry corresponding to the
LDP LSP and stores source and destination information of a
label corresponding to the local label forwarding entry cor-
responding to the LDP LSP, so that each of the at least one
node sends the first location information of the fault point to
its upstream node according to the stored label forwarding
entry corresponding to the LDP LSP and the stored source
and destination information of the label corresponding to the
label forwarding entry corresponding to the LDP LSP.

In an optional implementation manner, the providing mod-
ule 62 is specifically configured to provide the first location
information of the fault point to a network management
device, so that the user determines a location of the fault point
corresponding to the LDP LSP fault by using the network
management device; or, the providing module 62 is specifi-
cally configured to receive a query command input by the
user, and display the first location information of the fault
point to the user according to the query command, so that the
user determines the location of the fault point corresponding
to the LDP LSP fault, where the query command includes
identification information of the LDP LSP.

Optionally, the providing module 62 being specifically
configured to provide the first location information of the
fault point to a network management device so that the user
determines a location of the fault point corresponding to the
LDP LSP fault by using the network management device,
includes: the providing module 62 being specifically config-
ured to generate LDP LSP fault alarm information that carries
the first location information of the fault point, and send the
LDP LSP fault alarm information to the network manage-
ment device so that the user determines the location of the
fault point corresponding to the LDP LSP fault by using the
network management device; or, the providing module 62
being specifically configured to receive a location informa-
tion obtaining request sent by the network management
device, and provide the first location information of the fault
point to the network management device according to the
location information obtaining request, so that the user deter-
mines the location of the fault point corresponding to the LDP
LSP fault by using the network management device, where
the location information obtaining request includes identifi-
cation information of the LDP LSP.
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Further, optionally, the providing module 62 being specifi-
cally configured to generate LDP LSP fault alarm informa-
tion that carries the first location information of the fault point
includes: the providing module 62 being specifically config-
ured to: when it is determined that the LDP LSP bears VPN
traffic and that no other LDP LSP is available for bearing the
VPN traffic borne by the LDP LSP, generate the LDP LSP
fault alarm information that carries the first location informa-
tion of the fault point.

Optionally, the providing module 62 is further configured
to add a fault cause corresponding to the fault point into the
LDP LSP fault alarm information and send it to the network
management device.

Function modules of the ingress node device provided in
this embodiment may be used to perform corresponding pro-
cesses in the method for sending location information of a
fault point shown in FIG. 1. Their working principles are not
detailed here any further, and reference may be made to the
description in the method embodiments.

According to the ingress node device provided in this
embodiment, after obtaining first location information of a
fault pointon a link traversed by an LDP LSP, the ingress node
device provides the obtained first location information of the
fault point to a user, so that the user can determine a location
of'the fault point corresponding to an LDP LSP fault, thereby
providing conditions for performing troubleshooting accord-
ing to the determined location of the fault point and improv-
ing efficiency of troubleshooting specific to the LDP LSP
fault.

FIG. 7 is a schematic structural diagram of an ingress node
device according to another embodiment of the present inven-
tion. As shown in FIG. 7, the ingress node device in this
embodiment includes at least one processor 71, and a memory
72, which are connected over a bus. The bus may be an
industry standard architecture (ISA) bus, a peripheral com-
ponent (PCI) bus, or an extended industry standard architec-
ture (EISA) bus, or the like. The bus is categorized into
address bus, data bus, control bus, and so on. For ease of
illustration, in FIG. 7, only one bold line is used to represent
the bus, but it does not mean that there is only one bus or only
one type of bus.

The memory 72 is configured to store executable program
codes; and the processor 71 reads the executable program
codes stored in the memory 72 to run a program correspond-
ing to the executable program codes, so as to: obtain first
location information of a fault point on a link traversed by the
LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point;
and provide the first location information of the fault point to
a user so that the user determines a location of the fault point
corresponding to an LDP LSP fault.

Optionally, the ingress node device in this embodiment
may further include a communication interface 73, which is
connected to the processor 71 and the memory 72 over buses.

Optionally, over the communication interface 73, the pro-
cessor 71 may obtain the first location information of the fault
point. For example, the communication interface 73 receives
the first location information of the fault point sent by the
downstream node of the ingress node device in this embodi-
ment, and then transmits the first location information to the
processor 71 over the bus.

Optionally, this embodiment of the present invention may
further include an output device 74 connected to the processor
71, and the output device may be specifically a display, a
voice-based output device, or the like. The processor 71 may
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provide the first location information of the fault point to the
user by using the output device 74. In addition, the processor
71 may, over the communication interface 73, send the first
location information of the fault point to another device com-
municationally connected to this device, and the another
device provides the first location information to the user.

In addition, optionally, the embodiment of the present
invention may further include an input device corresponding
to the output device 74, and the input device may be specifi-
cally a keyboard, a mouse, a screen (handwriting screen,
keypad screen, or the like), or a voice-based input device, or
the like.

The ingress node device provided in this embodiment may
be used to perform corresponding processes in the method for
sending location information of a fault point shown in FIG. 1.
Their working principles are not detailed here any further, and
reference may be made to the description in the method
embodiments.

According to the ingress node device provided in this
embodiment, after obtaining first location information of a
fault point on a link traversed by an LDP LSP, the ingress node
device provides the obtained first location information of the
fault point to a user, so that the user can determine a location
of'the fault point corresponding to an LDP LSP fault, thereby
providing conditions for performing troubleshooting accord-
ing to the determined location of the fault point and improv-
ing efficiency of troubleshooting specific to the LDP LSP
fault.

FIG. 8 is a schematic structural diagram of a transit node
device according to an embodiment of the present invention.
The transit node device provided in this embodiment may be
atransit node on an LDP LSP, such as a P device. As shown in
FIG. 8, the transit node device in this embodiment includes a
second obtaining module 81 and a first sending module 82.

The second obtaining module 81 is configured to obtain
first location information of a fault point on a link traversed by
the LDP LSP, where the first location information of the fault
point includes an identifier of an upstream node of the fault
point and an identifier of an interface that is connected to the
fault point and located on the upstream node of the fault point.

The first sending module 82 is connected to the second
obtaining module 81, and is configured to send the first loca-
tion information of the fault point, which is obtained by the
second obtaining module 81, to the ingress node of the LDP
LSP according to a local label forwarding entry correspond-
ing to the LDP LSP and according to source and destination
information of a label corresponding to the local label for-
warding entry corresponding to the LDP LSP, so that the
ingress node provides a user with the first location informa-
tion of the fault point corresponding to the LDP LSP fault.
Before the second obtaining module 81 obtains the first loca-
tion information of the fault point, the transit node device in
this embodiment stores the local label forwarding entry cor-
responding to the LDP LSP and stores the source and desti-
nation information of the label corresponding to the local
label forwarding entry corresponding to the LDP LSP.

In an optional implementation manner, the second obtain-
ing module 81 may use, but without being limited to, the
following manners to obtain the first location information of
the fault point:

The second obtaining module 81 is specifically configured
to: when perceiving a fault of a link between the transit node
device in this embodiment and the downstream node of the
transit node device or perceiving a fault of the downstream
node of the transit node device in this embodiment, obtain an
identifier of the transit node device in this embodiment and an
identifier of an interface that is connected to the downstream
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node of the transit node device in this embodiment and
located on the transit node device in this embodiment, and use
the identifiers as the first location information of the fault
point, where the transit node device in this embodiment is an
upstream node of the fault point.

Alternatively, the second obtaining module 81 is specifi-
cally configured to: when perceiving mismatch between con-
figuration information corresponding to the LDP LSP on the
transit node device in this embodiment and configuration
information corresponding to the LDP LSP on the down-
stream node of the transit node device in this embodiment,
obtain an identifier of the transit node device in this embodi-
ment and an identifier of an interface that is connected to the
downstream node of the transit node device in this embodi-
ment and located on the transit node device in this embodi-
ment, and use the identifiers as the first location information
of the fault point, where the transit node device in this
embodiment is an upstream node of the fault point.

Alternatively, the second obtaining module 81 is specifi-
cally configured to: when perceiving timeout of transmission
between the transit node device in this embodiment and the
downstream node of the transit node device in this embodi-
ment, obtain an identifier of the transit node device in this
embodiment and an identifier of an interface that is connected
to the downstream node of the transit node device in this
embodiment and located on the transit node device in this
embodiment, and use the identifiers as the first location infor-
mation of the fault point, where the transit node device in this
embodiment is an upstream node of the fault point.

Alternatively, the second obtaining module 81 is specifi-
cally configured to receive the first location information of the
fault point sent by the downstream node of the transit node
device in this embodiment. Before obtaining the first location
information of the fault point, the downstream node of the
transit node device in this embodiment stores the local label
forwarding entry corresponding to the LDP LSP and stores
source and destination information of the label corresponding
to the local label forwarding entry. The downstream node of
the transit node device in this embodiment sends the first
location information of the fault point to the transit node
device in this embodiment according to the stored local label
forwarding entry corresponding to the LDP LSP and the
stored source and destination information of the label corre-
sponding to the local label forwarding entry corresponding to
the LDP LSP.

In an optional implementation manner, the first sending
module 82 is specifically configured to send an LDP fault
information transfer message to the ingress node according to
the local label forwarding entry corresponding to the LDP
LSP and according to the source and destination information
of'the label corresponding to the local label forwarding entry
corresponding to the LDP LSP, where the LDP fault informa-
tion transfer message includes the first location information
of' the fault point.

Alternatively, the first sending module 82 is specifically
configured to send a label withdraw message to the node
according to the local label forwarding entry corresponding
to the LDP LSP and according to the source and destination
information of the label corresponding to the local label for-
warding entry corresponding to the LDP LSP, where the label
withdraw message includes the location information of the
fault point.

In an optional implementation manner, at least one node is
connected between the transit node device in this embodi-
ment and the ingress node. Therefore, the first sending mod-
ule 82 is specifically configured to send the first location
information of the fault point to the upstream node of the
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transit node in this embodiment according to the local label
forwarding entry corresponding to the LDP LSP and accord-
ing to the source and destination information of the label
corresponding to the local label forwarding entry correspond-
ing to the LDP LSP, so that the upstream node of the transit
node in this embodiment sends the first location information
of'the fault point to the ingress node. Before receiving the first
location information of the fault point, the upstream node of
the transit node in this embodiment stores the local label
forwarding entry corresponding to the LDP LSP and stores
the source and destination information of the label corre-
sponding to the local label forwarding entry corresponding to
the LDP LSP.

In an optional implementation manner, the transit node
device in this embodiment further includes a second sending
module 83. The second sending module 83 is configured to
send second location information of the fault point to the
network management device. Specifically, the second send-
ing module 83 is configured to: when the transit node device
in this embodiment is an upstream node of the fault point,
send link fault alarm information to the network management
device, where the link fault alarm information includes the
second location information of the fault point, and the second
location information of the fault point includes information
on an interface that is connected to the fault point and located
on the transit node in this embodiment. The information on
the interface that is connected to the fault point and located on
the transit node in this embodiment includes but is not limited
to: identification information of the interface, operation state
of the interface, and administration state of the interface. The
identification information of the identifier may be an index, a
name or an [P address of the interface. Preferably, in the
second location information, the name or index of the inter-
face is used to identify the interface.

In an optional implementation manner, the transit node
device in this embodiment further includes a storing module
84.

The storing module 84 is connected to the second obtaining
module 81 and is configured to: before the second obtaining
module 81 obtains the first location information of the fault
point, store the local label forwarding entry corresponding to
the LDP LSP and store the source and destination information
of'the label corresponding to the local label forwarding entry
corresponding to the LDP LSP. Optionally, the storing mod-
ule 84 is further connected to the first sending module 82, and
is configured to provide the first sending module 82 with the
local label forwarding entry corresponding to the LDP LSP
and the source and destination information of the label cor-
responding to the local label forwarding entry corresponding
to the LDP LSP.

Optionally, the storing module 84 is specifically config-
ured to: before the second obtaining module 81 obtains the
first location information of the fault point, flag the local label
forwarding entry corresponding to the LDP LSP and the
source and destination information of the label corresponding
to the local label forwarding entry corresponding to the LDP
LSP, where the flagged local label forwarding entry corre-
sponding to the LDP LSP is no longer used for forwarding
LDP LSP traffic.

Alternatively, the storing module 84 is specifically config-
ured to: before the second obtaining module 81 obtains the
first location information of the fault point, copy the local
label forwarding entry corresponding to the LDP LSP and
copy the source and destination information of the label cor-
responding to the local label forwarding entry corresponding
to the LDP LSP, and delete the original local label forwarding
entry corresponding to the LDP LSP and the original source
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and destination information of the label corresponding to the
local label forwarding entry corresponding to the LDP LSP
and store the copied local label forwarding entry correspond-
ing to the LDP LSP and the copied source and destination
information of the label corresponding to the local label for-
warding entry corresponding to the LDP LSP.

Function modules of the transit node device provided in
this embodiment may be used to perform corresponding pro-
cesses in the method for sending location information of a
fault point shown in FIG. 3. Their working principles are not
detailed here any further, and reference may be made to the
description in the method embodiments.

According to the transit node device provided in this
embodiment, after obtaining first location information of a
fault point on a link traversed by an LDP LSP, the transit node
device sends the first location information of the fault point to
an ingress node of the LDP LSP, so that the ingress node can
provide the first location information of the fault point corre-
sponding to an LDP LSP fault to a user, so that the user can
determine a location of the fault point corresponding to the
LDP LSP fault, thereby providing conditions for performing
troubleshooting according to the determined location of the
fault point and improving efficiency of troubleshooting spe-
cific to the LDP LSP fault.

FIG. 9 is a schematic structural diagram of a transit node
device according to another embodiment of the present inven-
tion. As shown in FIG. 9, the transit node device in this
embodiment includes a processor 91, a memory 93, and a
communication interface 92, which are connected over a bus.
The bus may be an ISA bus, a PCI bus, or an EISA bus, or the
like. The bus is categorized into address bus, data bus, control
bus, and so on. For ease of illustration, in FIG. 9, only one
bold line is used to represent the bus, but it does not mean that
there is only one bus or only one type of bus.

The processor 91 is configured to: obtain first location
information of a fault point on a link traversed by the LDP
LSP, where the first location information of the fault point
includes an identifier of an upstream node of the fault point
and an identifier of an interface that is connected to the fault
point and located on the upstream node of the fault point; and
send the first location information of the fault point to an
ingress node of an LDP LSP over the communication inter-
face 92 according to a local label forwarding entry corre-
sponding to the LDP LSP and according to source and desti-
nation information of a label corresponding to the local label
forwarding entry corresponding to the LDP LSP, so that the
ingress node provides a user with the first location informa-
tion of the fault point corresponding to the LDP LSP fault.

The memory 93 is configured to store a program to be
executed by the processor. Optionally, before the processor
91 obtains the first location information of the fault point, the
transit node device in this embodiment may store the local
label forwarding entry corresponding to the LDP LSP and
store the source and destination information of the label cor-
responding to the local label forwarding entry corresponding
to the LDP LSP. Therefore, the memory 93 may be further
configured to store the local label forwarding entry corre-
sponding to the LDP LSP and the source and destination
information of the local label corresponding to the local label
forwarding entry corresponding to the LDP LSP. In addition,
the memory 93 may be further configured to store the first
location information of the fault point that is obtained by the
processor 91. For example, after obtaining the first location
information of the fault point, the processor 91 may store the
first location information of the fault point into the memory
93 over a bus connected to the memory 93.
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Optionally, over the communication interface 92, the pro-
cessor 91 may obtain the first location information of the fault
point. For example, the communication interface 92 may
receive the first location information of the fault point sent by
a downstream node of the transit node in this embodiment,
and send the first location information of the fault point to the
processor 91 over the bus connected to the processor 91 (such
as a data bus).

Optionally, after obtaining the first location information of
the fault point, the processor 91 may transmit the first location
information to the communication interface 92 over a data
bus connected to the communication interface 92, and then
send a control command to the communication interface 92
over a control bus connected to the communication interface
92, so as to control the communication interface 92 to send the
first location information of the fault point.

The transit node device provided in this embodiment may
be used to perform corresponding processes in the method for
sending location information of a fault point shown in FIG. 3.
Their working principles are not detailed here any further, and
reference may be made to the description in the method
embodiments.

According to the transit node device provided in this
embodiment, after obtaining first location information of a
fault point on a link traversed by an LDP LSP, the transit node
device sends the first location information of the fault point to
an ingress node of the LDP LSP, so that the ingress node can
provide the first location information of the fault point corre-
sponding to an LDP LSP fault to a user and the user can
determine a location of the fault point corresponding to the
LDP LSP fault, thereby providing conditions for performing
troubleshooting according to the determined location of the
fault point and improving efficiency of troubleshooting spe-
cific to the LDP LSP fault.

FIG. 10 is a schematic structural diagram of a network
management device according to an embodiment of the
present invention. As shown in FIG. 10, the network manage-
ment device in this embodiment includes a first receiving
module 1001 and a determining module 1002.

The first receiving module 1001 is configured to receive
LDP LSP fault alarm information sent by an ingress node of
an LDP LSP, where the LDP LSP fault alarm information
includes first location information of a fault point on a link
traversed by the LDP LSP, and the first location information
of'the fault point includes an identifier of an upstream node of
the fault point and an identifier of an interface that is con-
nected to the fault point and located on the upstream node of
the fault point.

The determining module 1002 is connected to the first
receiving module 1001 and is configured to determine a loca-
tion of the fault point corresponding to an LDP LSP fault
according to the first location information of the fault point
that is received by the first receiving module 1001.

In an optional implementation manner, the LDP LSP fault
alarm information received by the first receiving module
1001 is sent by the ingress node when determining that the
LDP LSP bears VPN traffic and that no other LDP LSP is
available for bearing the VPN traffic borne by the LDP LSP.
That is good for reducing the amount of LDP LSP fault alarm
information received by the network management device in
this embodiment and relieving the burden of the network
management device in this embodiment.

In an optional implementation manner, the network man-
agement device in this embodiment further includes a second
receiving module 1003 and a correlation analyzing module
1004.
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The second receiving module 1003 is configured to:
receive link fault alarm information sent by an upstream node
of the fault point, where the link fault alarm information
includes second location information of the fault point, and
the second location information of the fault point includes
information on an interface that is connected to the fault point
and located on the upstream node of the fault point.

The correlation analyzing module 1004 is connected to the
first receiving module 1001 and the second receiving module
1003, and is configured to: according to the first location
information of the fault point that is received by the first
receiving module 1001 and the second location information
of the fault point that is received by the second receiving
module 1003, determine that a link fault alarm corresponding
to the link fault alarm information is a root cause alarm of an
LDP LSP fault alarm corresponding to the LDP LSP fault
alarm information.

In an optional implementation manner, the LDP LSP fault
alarm information further includes a fault cause correspond-
ing to the fault point. Based on this, the determining module
1002 is further configured to obtain the fault cause corre-
sponding to the fault point from the LDP LSP fault alarm
information. Correspondingly, the correlation analyzing
module 1004 is specifically configured to: according to the
first location information of the fault point, the second loca-
tion information of the fault point, and the fault cause corre-
sponding to the fault point, determine that the link fault alarm
corresponding to the link fault alarm information is a root
cause alarm of the LDP LSP fault alarm corresponding to the
LDP LSP fault alarm information.

Function modules of the network management device pro-
vided in this embodiment may be used to perform corre-
sponding processes in the method for processing fault alarm
information shown in FIG. 4 or FIG. 5. Their working prin-
ciples are not detailed here any further, and reference may be
made to the description in the method embodiments.

The network management device in this embodiment
obtains first location information of a fault point on a link
traversed by an LDP LSP among LDP LSP fault alarm infor-
mation sent by an ingress node of the LDP LSP, and deter-
mines a location of the fault point corresponding to an LDP
LSP fault on the link according to the first location informa-
tion, thereby providing conditions for performing trouble-
shooting according to the determined location of the fault
point and improving efficiency of troubleshooting specific to
the LDP LSP fault.

FIG. 11 is a schematic structural diagram of a network
management device according to another embodiment of the
present invention. As shown in FIG. 11, the network manage-
ment device in this embodiment includes a communication
interface 1101, a processor 1102, and a memory 1103.

The communication interface 1101 is configured to receive
LDP LSP fault alarm information sent by an ingress node of
an LDP LSP, where the LDP LSP fault alarm information
includes first location information of a fault point on a link
traversed by the LDP LSP, and the first location information
of'the fault point includes an identifier of an upstream node of
the fault point and an identifier of an interface that is con-
nected to the fault point and located on the upstream node of
the fault point.

The processor 1102 is configured to obtain LDP LSP fault
alarm information sent by the ingress node of the LDP LSP
over the communication interface 1101, and determine a
location of the fault point corresponding to an LDP LSP fault
according to the first location information of the fault point.

The memory 1103 is configured to store a program to be
executed by the processor 1102.
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Optionally, the memory 1103 in this embodiment may be
further configured to store the LDP LSP fault alarm informa-
tion and the first location information of the fault point that
are received by the communication interface 1101.

The network management device provided in this embodi-
ment may be used to perform corresponding processes in the
method for processing fault alarm information shown in FI1G.
4 or FIG. 5. Their working principles are not detailed here any
further, and reference may be made to the description in the
method embodiments.

It should be noted that in specific implementation, the
communication interface mentioned in the foregoing
embodiments (73 in F1G. 7,92 in FIG. 9,and 1101 in FIG. 11)
may be a stand-alone physical structure capable of commu-
nicating with other devices, such as a computer network
adapter or an antenna, or definitely may be multiple separated
physical structures, for example, one stand-alone antenna for
the function of receiving information, and other antennas for
the function of transmitting information.

The network management device in this embodiment
obtains first location information of a fault point on a link
traversed by an LDP LSP among LDP LSP fault alarm infor-
mation sent by an ingress node of an LDP LSP, and deter-
mines a location of the fault point corresponding to an LDP
LSP fault on the link according to the first location informa-
tion, thereby providing conditions for performing trouble-
shooting according to the determined location of the fault
point and improving efficiency of troubleshooting specific to
the LDP LSP fault.

It should be noted that the described apparatus embodi-
ments are merely exemplary, the units described as separate
parts may be physically separated or not, and parts displayed
asunits may be physical units or not, that is, may be placed in
one location or distributed on a plurality of network elements.
Part of or all of the modules may be selected according to
actual needs to achieve the objectives of the solutions of the
embodiments. A person of ordinary skill in the art may under-
stand and implement the embodiments without making cre-
ative efforts.

According to the descriptions of the foregoing implemen-
tation manners, persons skilled in the art can clearly under-
stand that the present invention can be implemented by soft-
ware in addition to necessary universal hardware, or by
dedicated hardware including dedicated integrated circuits,
dedicated central processing units (CPUs), dedicated memo-
ries, and dedicated components, but, in most circumstances,
the former is preferred. Based on such understandings, the
essence of the technical solutions of the present invention or
the part that makes contributions to the prior art can be
embodied in a software product. The computer software
product may be stored in a readable storage medium such as
a computer floppy disk, a universal serial bus (USB) flash
disk, a mobile hard disk, a read-only memory (ROM), a
random access memory (RAM), a magnetic disk, or an opti-
cal disk, where the storage medium incorporates several
instructions causing a computer device (such as a personal
computer, a server, or a network device) to perform the
method specified in each embodiment of the present inven-
tion.

The embodiments in this specification are all described in
a progressive manner, mutual reference may be made to the
same or similar part of the embodiments, and each embodi-
ment focuses on differences from other embodiments. In
particular, the apparatus and system embodiments are basi-
cally similar to the method embodiment and are therefore
described briefly, and reference may be made to the corre-
sponding part in the description of the method embodiment.
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The foregoing descriptions are merely specific embodi-
ments of the present invention, but are not intended to limit
the protection scope of the present invention. Any variation or
replacement readily figured out by a person skilled in the art
within the technical scope disclosed in the present invention
shall fall within the protection scope of the present invention.
Therefore, the protection scope of the present invention shall
be subject to the protection scope of the claims.
What is claimed is:
1. A method for sending location information of a fault
point, comprising:
receiving, by an ingress node of a Label Distribution Pro-
tocol (LDP) Label Switch Path (LSP), first location
information of a fault point on a link traversed by the
LDP LSP sent by an upstream node of the fault point
using at least one node, wherein the at least one node is
connected between the ingress node and the upstream
node of the fault point and the first location information
of the fault point comprises the identifier of an upstream
node of the fault point and an identifier of an interface
that is connected to the fault point and located on the
upstream node of the fault point, wherein the upstream
node of'the fault point connects to the fault point directly
and locates in an upstream direction of the fault point;
and
wherein before receiving the first location information of
the fault point sent by a downstream node of each of the
at least one node, the each of the at least one node stores
a local label forwarding entry corresponding to the LDP
LSP, and stores source and destination information of a
label corresponding to the local label forwarding entry
corresponding to the LDP L.SP so that each of the at least
one node sends the first location information of the fault
point to an upstream node of the each of the at least one
node according to the stored label forwarding entry cor-
responding to the LDP LSP and the stored source and
destination information of the label corresponding to the
label forwarding entry corresponding to the LDP LSP;

providing, by the ingress node, the first location informa-
tion of the fault point to a network management device
so that the user determines the location of the fault point
corresponding to the LDP LSP fault using the network
management device.

2. The method for sending location information of a fault
point according to claim 1, wherein the first location infor-
mation of the fault point is carried in an LDP fault information
transfer message or a label withdraw message.

3. The method for sending location information of a fault
point according to claim 1, wherein providing, by the ingress
node, the first location information of the fault point to the
network management device so that the user determines the
location of the fault point corresponding to the LDP LSP fault
using the network management device, comprises:

generating, by the ingress node, LDP LSP {fault alarm

information that carries the first location information of
the fault point, and sending, by the ingress node, the
LDP LSP fault alarm information to the network man-
agement device so that the user determines the location
of the fault point corresponding to the LDP LSP fault
using the network management device.

4. The method for sending location information of a fault
point according to claim 3, wherein generating, by the ingress
node, LDP LSP fault alarm information that carries the first
location information of the fault point, comprises generating,
by the ingress node, the LDP LSP fault alarm information that
carries the first location information of the fault point when
the ingress node determines that the LDP LSP bears virtual
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private network (VPN) traffic and that no other LDP LSP is
available for bearing the VPN traffic borne by the LDP LSP.
5. The method for sending location information of a fault
point according to claim 3, further comprising adding, by the
ingress node, a fault cause corresponding to the fault point
into the LDP LSP fault alarm information.
6. A method for sending location information of a fault
point, comprising:
obtaining, by a transit node on a Label Distribution Proto-
col (LDP) Label Switch Path (LSP), first location infor-
mation of a fault point on a link traversed by the LDP
LSP, wherein the first location information of the fault
point comprises an identifier of an upstream node of the
fault point and an identifier of an interface that is con-
nected to the fault point and located on the upstream
node of the fault point, wherein the upstream node of the
fault point connects to the fault point directly and locates
in an upstream direction of the fault point; and

sending, by the transit node, the first location information
of the fault point to an ingress node of the LDP LSP
according to a local label forwarding entry correspond-
ing to the LDP LSP and according to source and desti-
nation information of a label corresponding to the local
label forwarding entry corresponding to the LDP LSP so
that the ingress node provides a user with the first loca-
tion information of the fault point corresponding to an
LDP LSP fault using a network management device so
that the user can determine a location of the fault point
corresponding to an LDP LSP fault using the network
management device, wherein the transit node stores the
local label forwarding entry corresponding to the LDP
LSP and stores the source and destination information of
the label corresponding to the local label forwarding
entry corresponding to the LDP LSP before the transit
node obtains the first location information of the fault
point.

7. The method for sending location information of a fault
point according to claim 6, wherein the obtaining, by the
transit node on the LDP LSP, first location information of the
fault point on the link traversed by the LDP LSP, comprises at
least one of the following:

when the transit node perceives a fault of a link between the

transit node and a downstream node of the transit node or
perceives a fault of the downstream node of the transit
node, obtaining an identifier of the transit node and an
identifier of an interface that is connected to the down-
stream node of the transit node and located on the transit
node, and using the identifiers as the first location infor-
mation of the fault point, wherein the transit node is an
upstream node of the fault point;

when the transit node perceives mismatch between con-

figuration information corresponding to the LDP LSP on
the transit node and configuration information corre-
sponding to the LDP LSP on the downstream node of the
transit node, obtaining an identifier of the transit node
and an identifier of an interface that is connected to the
downstream node of the transit node and located on the
transit node, and using the identifiers as the first location
information of the fault point, wherein the transit node is
an upstream node of the fault point;

when the transit node perceives timeout of transmission

between the transit node and the downstream node of the
transit node, obtaining an identifier of the transit node
and an identifier of an interface that is connected to the
downstream node of the transit node and located on the
transit node, and using the identifiers as the first location
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information of the fault point, wherein the transit node is
an upstream node of the fault point; and
receiving, by the transit node, the first location information
of the fault point sent by the downstream node of the
transit node, wherein before obtaining the first location
information of the fault point, the downstream node of
the transit node stores the local label forwarding entry
corresponding to the LDP LSP and stores the source and
destination information of the label corresponding to the
local label forwarding entry; and the downstream node
of the transit node sends the first location information of
the fault point to the transit node according to the stored
local label forwarding entry corresponding to the LDP
LSP and the stored source and destination information
of the label corresponding to the local label forwarding
entry corresponding to the LDP LSP.
8. The method for sending location information of a fault
point according to claim 6, wherein sending, by the transit
node, the first location information of the fault point to the
ingress node of the LDP LSP according to the local label
forwarding entry corresponding to the LDP LSP and accord-
ing to source and destination information of the label corre-
sponding to the local label forwarding entry corresponding to
the LDP LSP, comprises at least one of the following:
sending, by the transit node, an LDP {fault information
transfer message to the ingress node according to the
local label forwarding entry corresponding to the LDP
LSP and according to the source and destination infor-
mation of the label corresponding to the local label for-
warding entry corresponding to the LDP LSP, wherein
the LDP fault information transfer message comprises
the first location information of the fault point; and

sending, by the transit node, a label withdraw message to
the ingress node according to the local label forwarding
entry corresponding to the LDP LSP and according to
the source and destination information of the label cor-
responding to the local label forwarding entry corre-
sponding to the LDP LSP, wherein the label withdraw
message comprises the location information of the fault
point.

9. The method for sending location information of a fault
point according to claim 6, wherein at least one node is
connected between the transit node and the ingress node,
wherein sending, by the transit node, the first location infor-
mation of the fault point to the ingress node of the LDP L.SP
according to the local label forwarding entry corresponding
to the LDP LSP and according to source and destination
information of the label corresponding to the local label for-
warding entry corresponding to the LDP LSP, comprises
sending, by the transit node, the first location information of
the fault point to an upstream node of the transit node accord-
ing to the local label forwarding entry corresponding to the
LDP LSP and according to the source and destination infor-
mation of the label corresponding to the local label forward-
ing entry corresponding to the LDP LSP so that the upstream
node of the transit node sends the first location information of
the fault point to the ingress node, and wherein before receiv-
ing the first location information of the fault point, the
upstream node of the transit node stores the local label for-
warding entry corresponding to the LDP LSP and stores the
source and destination information of the label corresponding
to the local label forwarding entry corresponding to the LDP
LSP.

10. The method for sending location information of a fault
point according to claim 6, further comprising sending, by the
transit node, link fault alarm information to a network man-
agement device when the transit node is an upstream node of
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the fault point, wherein the link fault alarm information com-
prises second location information of the fault point, and
wherein the second location information of the fault point
comprises information on an interface that is connected to the
fault point and located on the transit node.
11. The method for sending location information of a fault
point according to claim 6, wherein storing, by the transit
node, the local label forwarding entry corresponding to the
LDP LSP and storing the source and destination information
of'the label corresponding to the local label forwarding entry
corresponding to the LDP LSP before obtaining the first
location information of the fault point, comprises at least one
of the following:
before obtaining the first location information of the fault
point, flagging, by the transit node, the local label for-
warding entry corresponding to the LDP LSP, and the
source and destination information of the label corre-
sponding to the local label forwarding entry correspond-
ing to the LDP LSP, wherein the flagged local label
forwarding entry corresponding to the LDP LSP is no
longer used for forwarding LDP LSP traffic; and

before obtaining the first location information of the fault
point, copying, by the transit node, the local label for-
warding entry corresponding to the LDP LSP, and copy-
ing the source and destination information of the label
corresponding to the local label forwarding entry corre-
sponding to the LDP LSP, and deleting the original local
label forwarding entry corresponding to the LDP LSP
and the original source and destination information of
the label corresponding to the local label forwarding
entry corresponding to the LDP LSP and storing the
copied local label forwarding entry corresponding to the
LDP LSP and the copied source and destination infor-
mation of the label corresponding to the local label for-
warding entry corresponding to the LDP LSP.

12. A method for processing fault alarm information, com-
prising:

receiving, by a network management device, Label Distri-

bution Protocol (LDP) Label Switch Path (LSP) fault
alarm information sent by an ingress node of a LDP LSP,
wherein the LDP LSP fault alarm information comprises
first location information of a fault point on a link tra-
versed by the LDP LSP, and the first location informa-
tion of the fault point comprises an identifier of an
upstream node of the fault point and an identifier of an
interface that is connected to the fault point and located
on the upstream node of the fault point, wherein the
upstream node of the fault point connects to the fault
point directly and locates in an upstream direction of the
fault point; and

determining, by the network management device, a loca-

tion of the fault point corresponding to an LDP LSP fault
according to the first location information of the fault
point;

wherein the first location information of the fault point is

received by the ingress node and sent by the upstream
node of the fault point using at least one node wherein
the at least one node is connected between the ingress
node and the upstream node of the fault point;

wherein before receiving the first location information of

the fault point sent by a downstream node of each of the
at least one node, the each of the at least one node stores
a local label forwarding entry corresponding to the LDP
LSP, and stores source and destination information of a
label corresponding to the local label forwarding entry
corresponding to the LDP LSP so that each of the at least
one node sends the first location information of the fault
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point to an upstream node of the each of the at least one
node according to the stored label forwarding entry cor-
responding to the LDP LSP and the stored source and
destination information of the label corresponding to the
label forwarding entry corresponding to the LDP LSP.

13. The method for processing fault alarm information
according to claim 12, further comprising:

receiving, by the network management device, link fault

alarm information sent by an upstream node of the fault
point, wherein the link fault alarm information com-
prises second location information of the fault point, and
the second location information of the fault point com-
prises information on an interface that is connected to
the fault point and located on the upstream node of the
fault point; and

determining, by the network management device accord-

ing to the first location information of the fault point and
the second location information of the fault point, that a
link fault alarm corresponding to the link fault alarm
information is a root cause alarm of an LDP LSP fault
alarm corresponding to the LDP LSP fault alarm infor-
mation.

14. The method for processing fault alarm information
according to claim 13, wherein the LDP LSP fault alarm
information further comprises a fault cause corresponding to
the fault point, wherein the method further comprises obtain-
ing, by the network management device, the fault cause cor-
responding to the fault point from the LDP LSP fault alarm
information, and wherein the determining, by the network
management device according to the first location informa-
tion of the fault point and the second location information of
the fault point, that the link fault alarm corresponding to the
link fault alarm information is the root cause alarm of the LDP
LSP fault alarm corresponding to the LDP LSP fault alarm
information, comprises determining, by the network manage-
ment device according to the first location information of the
fault point, the second location information of the fault point,
and the fault cause corresponding to the fault point, that the
link fault alarm corresponding to the link fault alarm infor-
mation is a root cause alarm of the LDP LSP fault alarm
corresponding to the LDP LSP fault alarm information.

15. An ingress node device for obtaining location informa-
tion of a fault point and providing the location information to
a user, comprising:

a processor, and

a memory storing executable instructions when executed

by the processor cause the ingress node device to per-

form the following steps:

receive first location information of the fault point on a
link traversed by a Label Distribution Protocol (LDP)
Label Switch Path (LLSP) sent by an upstream node of
the fault point using at least one node, wherein the at
least one node is connected between the ingress node
device and the upstream node of the fault point and the
first location information of the fault point comprises
an identifier of the upstream node of the fault point
and anidentifier of an interface that is connected to the
fault point and located on the upstream node of the
fault point, wherein the upstream node of the fault
point connects to the fault point directly and locates in
an upstream direction of the fault point, and wherein
before receiving the first location information of the
fault point sent by a downstream node of each of the at
least one node, each of the at least one node stores a
local label forwarding entry corresponding to the
LDP LSP, and stores source and destination informa-
tion of a label corresponding to the local label for-
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warding entry corresponding to the LDP LSP so that
each of the at least one node sends the first location
information of the fault point to an upstream node of
the each of the at least one node according to the
stored label forwarding entry corresponding to the
LDP LSP and the stored source and destination infor-
mation of the label corresponding to the label for-
warding entry corresponding to the LDP LSP; and

provide, by the ingress node, the first location informa-
tion of the fault point to a network management
device so that the user determines the location of the
fault point corresponding to the LDP LSP fault using
the network management device.

16. The ingress node device according to claim 15, wherein
the first location information of the fault point is carried in an
LDP fault information transfer message or a label withdraw
message.

17. The ingress node device according to claim 15, wherein
the instructions further cause the ingress node device to:

generate LDP LSP fault alarm information that carries the

first location information of the fault point; and

send the LDP LSP fault alarm information to the network

management device so that the user determines the loca-
tion of the fault point corresponding to the LDP LSP
fault using the network management device.

18. The ingress node device according to claim 17, wherein
the instructions further cause the ingress node device to gen-
erate the LDP LSP fault alarm information that carries the
first location information of the fault point when the ingress
node determines that the LDP LSP bears virtual private net-
work (VPN) traffic and that no other LDP LSP is available for
bearing the VPN traffic borne by the LDP LSP.

19. A transit node device for sending location information
of a fault point, comprising:

a processor, and

a memory storing executable instructions when executed

by the processor cause the transit node device to perform

the following steps:

obtain first location information of a fault point on a link
traversed by a Label Distribution Protocol (LDP)
Label Switch Path (LSP), wherein the first location
information of the fault point comprises an identifier
of an upstream node of the fault point and an identifier
of an interface that is connected to the fault point and
located on the upstream node of the fault point
wherein the upstream node of the fault point connects
to the fault point directly and locates in an upstream
direction of the fault point; and

send the first location information of the fault point to an
ingress node ofthe LDP LSP according to alocal label
forwarding entry corresponding to the LDP LSP and
according to source and destination information of a
label corresponding to the local label forwarding
entry corresponding to the LDP LSP so that the
ingress node provides a user with the first location
information of the fault point corresponding to an
LDP LSP fault using a network management device
so that the user can determine a location of the fault
point corresponding to an LDP LSP fault using the
network management device, wherein the transit node
stores the local label forwarding entry corresponding
to the LDP LSP and stores the source and destination
information of the label corresponding to the local
label forwarding entry corresponding to the LDP LSP
before the transit node obtains the first location infor-
mation of the fault point.
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20. The transit node device according to claim 19, wherein
the instructions further cause the transit node device to per-
form at least one item of the following:

when the transit node perceives a fault of a link between the

transit node and a downstream node of the transit node or
perceives a fault of the downstream node of the transit
node, obtain an identifier of the transit node and an
identifier of an interface that is connected to the down-
stream node of the transit node and located on the transit
node, and use the identifiers as the first location infor-
mation of the fault point, wherein the transit node is an
upstream node of the fault point;

when the transit node perceives mismatch between con-

figuration information corresponding to the LDP LSP on
the transit node and configuration information corre-
sponding to the LDP LSP on the downstream node ofthe
transit node, obtain an identifier of the transit node and
an identifier of an interface that is connected to the
downstream node of the transit node and located on the
transit node, and use the identifiers as the first location
information of the fault point, wherein the transit node is
an upstream node of the fault point;

when the transit node perceives timeout of transmission

between the transit node and the downstream node of the
transit node, obtain an identifier of the transit node and
an identifier of an interface that is connected to the
downstream node of the transit node and located on the
transit node, and use the identifiers as the first location
information of the fault point, wherein the transit node is
an upstream node of the fault point; and

receive, by the transit node, the first location information of

the fault point sent by the downstream node of the transit
node, wherein before obtaining the first location infor-
mation of the fault point, the downstream node of the
transit node stores the local label forwarding entry cor-
responding to the LDP LSP and stores the source and
destination information of the label corresponding to the
local label forwarding entry, and wherein the down-
stream node of the transit node sends the first location
information of the fault point to the transit node accord-
ing to the stored local label forwarding entry corre-
sponding to the LDP LSP and the stored source and
destination information of the label corresponding to the
local label forwarding entry corresponding to the LDP
LSP.

21. The transit node device according to claim 19, wherein
the instructions further cause the transit node device to per-
form at least one item of the following:

before obtaining the first location information of the fault

point, flag the local label forwarding entry correspond-
ing to the LDP LSP, and the source and destination
information of the label corresponding to the local label
forwarding entry corresponding to the LDP LSP,
wherein the flagged local label forwarding entry corre-
sponding to the LDP LSP is no longer used for forward-
ing LDP LSP traffic; and

before obtaining the first location information of the fault

point, copy the local label forwarding entry correspond-
ing to the LDP LSP, copy the source and destination
information of the label corresponding to the local label
forwarding entry corresponding to the LDP LSP, and
delete the original local label forwarding entry corre-
sponding to the LDP LSP and the original source and
destination information of the label corresponding to the
local label forwarding entry corresponding to the LDP
LSP and storing the copied local label forwarding entry
corresponding to the LDP LSP and the copied source
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and destination information of the label corresponding
to the local label forwarding entry corresponding to the
LDP LSP.

22. The transit node device according to claim 19, wherein
the memory further stores instructions when executed by the
processor cause the transit node device to send link fault
alarm information to the network management device when
the transit node is an upstream node of the fault point, wherein
the link fault alarm information comprises second location
information of the fault point, and wherein the second loca-
tion information of the fault point comprises information on
an interface that is connected to the fault point and located on
the transit node.

23. A network management device for processing fault
alarm information, comprising:

a processor, and

a memory storing executable instructions when executed

by the processor cause the network management device

to perform the following steps:

receive Label Distribution Protocol (LDP) Label Switch
Path (LSP) fault alarm information sent by an ingress
node of a LDP LSP, wherein the LDP LSP fault alarm
information comprises first location information of a
fault point on a link traversed by the LDP LL.SP, and the
first location information of the fault point comprises
an identifier of an upstream node of the fault point and
an identifier of an interface that is connected to the
fault point and located on the upstream node of the
fault point, wherein the upstream node of the fault
point connects to the fault point directly and locates in
an upstream direction of the fault point; and

determine a location of the fault point corresponding to
an LDP LSP fault according to the first location infor-
mation of the fault point,

wherein the first location information of the fault point is

received by the ingress node and sent by the upstream
node of the fault point using at least one node wherein
the at least one node is connected between the ingress
node and the upstream node of the fault point, and
wherein before receiving the first location information of
the fault point sent by a downstream node of each of the
at least one node, the each of the at least one node stores
a local label forwarding entry corresponding to the LDP
LSP, and stores source and destination information of a
label corresponding to the local label forwarding entry
corresponding to the LDP LSP so that each of the at least
one node sends the first location information of the fault
point to an upstream node of the each of the at least one
node according to the stored label forwarding entry cor-
responding to the LDP LSP and the stored source and
destination information of the label corresponding to the
label forwarding entry corresponding to the LDP LSP.

24. The network management device according to claim
23, wherein the memory further stores instructions when
executed by the processor cause the network management
device to:

receive link fault alarm information sent by an upstream

node of the fault point, wherein the link fault alarm
information comprises second location information of
the fault point, and wherein the second location infor-
mation of the fault point comprises information on an
interface that is connected to the fault point and located
on the upstream node of the fault point; and

determine that a link fault alarm corresponding to the link

fault alarm information is a root cause alarm of an LDP
LSP fault alarm corresponding to the LDP LSP fault
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alarm information according to the first location infor-
mation of the fault point and the second location infor-
mation of the fault point.

25. The network management device according to claim
24, wherein the LDP LSP fault alarm information further
comprises a fault cause corresponding to the fault point which
is carried in the LDP LSP fault alarm information, and
wherein the instructions further cause the transit node device
to determine that the link fault alarm corresponding to the link
fault alarm information is a root cause alarm of the LDP LSP
fault alarm corresponding to the LDP LSP fault alarm infor-
mation according to the first location information of the fault
point, the second location information of the fault point, and
the fault cause corresponding to the fault point.

26. A non-transitory computer readable medium storing
codes when executed by a processor of a computer system
cause the computer system to perform steps of:

receive first location information of a fault point on a link

traversed by a Label Distribution Protocol (LDP) Label
Switch Path (LSP) sent by an upstream node of the fault
point using at least one node, wherein the at least one
node is connected between the ingress node and the
upstream node of the fault point and the first location
information of the fault point comprises an identifier of
the upstream node of the fault point and an identifier of
an interface that is connected to the fault point and
located on the upstream node of the fault point, wherein
the upstream node of the fault point connects to the fault
point directly and locates in an upstream direction of the
fault point, and wherein before receiving the first loca-
tion information of the fault point sent by a downstream
node of each of the at least one node, the each of the at
least one node stores a local label forwarding entry cor-
responding to the LDP LSP, and stores source and des-
tination information of a label corresponding to the local
label forwarding entry corresponding to the LDP LSP so
that each of the at least one node sends the first location
information of the fault point to an upstream node of the
each of the atleast one node according to the stored label
forwarding entry corresponding to the LDP LSP and the
stored source and destination information of the label
corresponding to the label forwarding entry correspond-
ing to the LDP LSP; and

provide, by the ingress node, the first location information

of the fault point to a network management device so
that the user determines the location of the fault point
corresponding to the LDP LSP fault using the network
management device.

27. The non-transitory computer readable medium of claim
26, wherein the codes when executed further cause the com-
puter system to:

generate LDP LSP fault alarm information that carries the

first location information of the fault point; and

send the LDP LSP fault alarm information to the network

management device so that the user determines the loca-
tion of the fault point corresponding to the LDP LSP
fault using the network management device.

28. The non-transitory computer readable medium of claim
27, wherein the codes when executed further cause the com-
puter system to generate the LDP LSP fault alarm information
that carries the first location information of the fault point
when the ingress node determines that the LDP LSP bears
virtual private network (VPN) traffic and that no other LDP
LSP is available for bearing the VPN traffic borne by the LDP
LSP.
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29. A non-transitory computer readable medium storing local label forwarding entry, and wherein the down-
codes when executed by a processor of a computer system stream node of the transit node sends the first location
cause the computer system to perform steps of: information of the fault point to the transit node accord-
obtain first location information of a fault point on a link ing to the stored local label forwarding entry corre-

traversed by a Label Distribution Protocol (LDP) Label
Switch Path (LSP), wherein the first location informa-
tion of the fault point comprises an identifier of an
upstream node of the fault point and an identifier of an
interface that is connected to the fault point and located
on the upstream node of the fault point wherein the
upstream node of the fault point connects to the fault
point directly and locates in an upstream direction of the
fault point; and

send the first location information of the fault point to an
ingress node of the LDP LSP according to a local label
forwarding entry corresponding to the LDP LSP and
according to source and destination information of a
label corresponding to the local label forwarding entry
corresponding to the LDP LSP so that the ingress node

sponding to the LDP LSP and the stored source and
destination information of the label corresponding to the
local label forwarding entry corresponding to the LDP
LSP.

31. The non-transitory computer readable medium of claim
29, wherein the codes when executed further cause the com-
puter system to perform at least one item of the following:

before obtaining the first location information of the fault

point, flag the local label forwarding entry correspond-
ing to the LDP LSP, and the source and destination
information of the label corresponding to the local label
forwarding entry corresponding to the LDP LSP,
wherein the flagged local label forwarding entry corre-
sponding to the LDP LSP is no longer used for forward-

provides a user with the first location information of the 20 ing LDP LSP traffic; and
fault point corresponding to an LDP LSP fault using a before obtaining the first location information of the fault
network management device so that the user can deter- point, copy the local label forwarding entry correspond-
mine a location of the fault point corresponding to an ing to the LDP LSP, and copying the source and desti-
LDP LSP fault using the network management device, nation information of the label corresponding to the
wherein the transit node stores the local label forwarding 25 local label forwarding entry corresponding to the LDP
entry corresponding to the LDP LSP and stores the LSP, and deleting the original local label forwarding
source and destination information of the label corre- entry corresponding to the LDP LSP and the original
sponding to the local label forwarding entry correspond- source and destination information of the label corre-
ing to the LDP LSP before the transit node obtains the sponding to the local label forwarding entry correspond-
first location information of the fault point. 30 ing to the LDP LSP and storing the copied local label
30. The non-transitory computer readable medium of claim forwarding entry corresponding to the LDP LSP and the
29, wherein the codes when executed further cause the com- copied source and destination information of the label
puter system to perform at least one item of the following: corresponding to the local label forwarding entry corre-
when the transit node perceives a fault of a link between the sponding to the LDP LSP.
transitnode and a downstream node of the transitnodeor 35 32.Thenon-transitory computer readable medium of claim

perceives a fault of the downstream node of the transit
node, obtain an identifier of the transit node and an
identifier of an interface that is connected to the down-
stream node of'the transit node and located on the transit
node, and using the identifiers as the first location infor-
mation of the fault point, wherein the transit node is an
upstream node of the fault point;

when the transit node perceives mismatch between con-

figuration information corresponding to the LDP LSP on
the transit node and configuration information corre-
sponding to the LDP LSP on the downstream node of the
transit node, obtain an identifier of the transit node and
an identifier of an interface that is connected to the
downstream node of the transit node and located on the
transit node, and using the identifiers as the first location
information of the fault point, wherein the transit node is
an upstream node of the fault point;

when the transit node perceives timeout of transmission

between the transit node and the downstream node of the
transit node, obtain an identifier of the transit node and
an identifier of an interface that is connected to the
downstream node of the transit node and located on the
transit node, and using the identifiers as the first location
information of the fault point, wherein the transit node is
an upstream node of the fault point; and

receive, by the transit node, the first location information of

the fault point sent by the downstream node of the transit
node, wherein before obtaining the first location infor-
mation of the fault point, the downstream node of the
transit node stores the local label forwarding entry cor-
responding to the LDP LSP and stores the source and
destination information of the label corresponding to the
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29, further comprises codes when executed by the computer
system cause the computer system to send link fault alarm
information to a network management device when the transit
node is an upstream node of the fault point, wherein the link
fault alarm information comprises second location informa-
tion of the fault point, and wherein the second location infor-
mation of the fault point comprises information on an inter-
face that is connected to the fault point and located on the
transit node.

33. A non-transitory computer readable medium storing
codes when executed by a processor of a computer system
cause the computer system to perform steps of:

receive Label Distribution Protocol (LDP) Label Switch

Path (LSP) fault alarm information sent by an ingress
node of a LDP LSP, wherein the LDP LSP fault alarm
information comprises first location information of a
fault point on a link traversed by the LDP LSP, and the
first location information of the fault point comprises an
identifier of an upstream node of the fault point and an
identifier of an interface that is connected to the fault
point and located on the upstream node of the fault point,
wherein the upstream node of the fault point connects to
the fault point directly and locates in an upstream direc-
tion of the fault point; and

determine a location of the fault point corresponding to an

LDP LSP fault according to the first location informa-
tion of the fault point,

wherein the first location information of the fault point is

received by the ingress node and sent by the upstream
node of the fault point using at least one node wherein
the at least one node is connected between the ingress
node and the upstream node of the fault point, and



US 9,178,756 B2
45

wherein before receiving the first location information of
the fault point sent by a downstream node of each of the
at least one node, the each of the at least one node stores
a local label forwarding entry corresponding to the LDP
LSP, and stores source and destination information of a 5
label corresponding to the local label forwarding entry
corresponding to the LDP LSP so that each of the at least
one node sends the first location information of the fault
point to an upstream node of the each of the at least one
node according to the stored label forwarding entry cor- 10
responding to the LDP LSP and the stored source and
destination information of the label corresponding to the
label forwarding entry corresponding to the LDP LSP.
34. The non-transitory computer readable medium of claim
33, further comprises codes when executed by the computer 15
system cause the computer system to:
receive link fault alarm information sent by an upstream
node of the fault point, wherein the link fault alarm
information comprises second location information of
the fault point, and wherein the second location infor- 20
mation of the fault point comprises information on an
interface that is connected to the fault point and located
on the upstream node of the fault point; and

determine that a link fault alarm corresponding to the link
fault alarm information is a root cause alarm of an LDP 25
LSP fault alarm corresponding to the LDP LSP fault
alarm information according to the first location infor-
mation of the fault point and the second location infor-
mation of the fault point.

#* #* #* #* #* 30



